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Swiss Financial Market Supervisory Authority

FINMA: Guidance on Quantum Computing

This  guidance  highlights the
cybersecurity risks that quantum
computing poses to Swiss financial
institutions and sets out supervisory
expectations for preparing the
transition fo post-quantum
cryptography (PQC). Based on a
survey of 60 regulated institutions,
FINMA found that while most
organisations recognise the risks of
quantum computing, particularly
the threat to existing encryption
methods, the majority have not yet
developed concrete  migration
plans.

FINMA recommends that institutions
establish a board-approved PQC
strategy supported by a detailed
roadmap, with @ roadmap
expected by mid-2027. It also
advises conducting comprehensive
risk assessments and maintaining an
inventory of cryptographic assets
across all systems, applications and
outsourced services to identify
vulnerable algorithms and prioritise
migration.

The guidance emphasises protecting
critical data against “harvest now,
decrypt later” aftacks, where
encrypted information could be
stolen today and decrypted once

gquantum  computers  become
capable. FINMA also recommends
adopting crypto-agility so systems
can quickly replace cryptographic
algorithms as standards evolve, and
ensuring that external service
providers support the transition to
quantum-safe encryption.

Although cryptographically
relevant quantum computers do
not yet exist, FINMA stresses that
migration will be complex and time-
consuming. Institutions are therefore
expected to begin planning early to
strengthen operational resilience
and ensure confinued compliance
with regulatory requirements.

ESSENTIAL SERVICES FOR
FINANCIAL INSTITUTIONS

@ iason

@M


https://www.finma.ch/en/~/media/finma/dokumente/dokumentencenter/myfinma/4dokumentation/finma-aufsichtsmitteilungen/20260709-finma-aufsichtsmitteilung-05-2026.pdf?sc_lang=en&hash=0C6FDB12F5427E073560E67D88CCEB96
https://www.iasonltd.com/
mailto:info@iasonltd.eu
https://www.linkedin.com/company/iason/

