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DEAR READERS,

we are pleased to present this year’s latest issue of the Argo Collection which
projects us towards a 2024 full of new challenges and changes, especially when
talking about Central Bank Digital Currencies (CBDC). The issue of the Digital
Euro in Europe is under the spotlight not only of central banks, but also of commer-
cial banks which will have to deal with the request for a significant technological
improvement to offer services linked to the use of digital currencies.

This edition seeks to set out in clear detail the aspects, implications and risks
associated with the adoption of the digital Euro as a currency that will circulate
alongside cash, as stated in the European Central Bank’s latest October press re-
lease on CBDC.

During the drafting of the monograph, the authors thought to provide the reader
with a key to reading that links the chapters in a consequential way and that follows
step by step the paradigm of the circulation of money starting from the origin, the
central banks that issue, to the final retail customers who use it.

The introductory chapter provides a definition of CBDC with particular emphasis
on the Digital Euro, from the point of view of financial stability, examining in the
current macroeconomic context, how monetary policies can impact the entire econ-
omy. Financial stability is the main building block that justifies the presence of a
digital currency as a mean to improve the complex infrastructure of the financial
system based on payments, transfer of resources and risk management, while mon-
etary policies implemented by central banks represent the tool to requlate it.

The effectiveness of CBDCs is closely related to the structure of the financial sys-
tem and the operational framework of central banks. For this reason, chapter two
discusses design models for the newly created central bank digital currencies that
facilitate the coexistence and seamless integration with physical money into the eco-
nomic fabric.

In addition to the central bank, we will see in the third chapter how, even commer-
cial banks and intermediaries, play a fundamental role in the challenge of the digital
euro because they will find themselves with the burden of managing the entire eco-
nomic framework and technological infrastructure to enable the offer and circula-
tion of the digital currencies, between wholesale and retail customers. Through the
introduction of new payment systems, commercial banks and intermediaries must
guarantee challenging standards and tight requirements. The authors emphasize
that the CBDC architecture will need to be carefully designed to address the poten-
tial risks and challenges, such as security, privacy, and cross-border payments.

In the last chapter, attention will be focused on the ways of using digital currencies
and on the risks that the tools that will be made available to customers, interme-
diaries and central banks may imply. The article will not lack parallelisms and
references to the other world economies as the United States and China, consider-
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ing the state of progress of the projects and experiments on CBDCs with the aim
of providing as much as possible a general overview of the echo that these digital
currencies are having on a global level. They also note that the CBDC system will
need to be compatible with existing financial systems and requlations.

We conclude with a suggestion to visit our online Research page and sub-
scribe to our newsletter service with a monthly update on the most relevant topics

about practical Risk Management.

We would also like to take this opportunity to wish you all happy holidays
and all the best for the coming year.

We wish you a happy reading!

Luca Olivo
Giulia Perfetti

Gianmarco Mori

N
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Chapter 1

CBDCs: Financial Stability
and Monetary Policy
Implications

by the central bank, have emerged as a topic of significant interest in the last years. This innovation could, if

poorly designed, raise various implications for monetary policy and financial stability. One of the key aspects to
consider is how CBDCs might impact the traditional tools of monetary policy to regulate money supply, interest rates,
and inflation. The introduction of CBDCs could influence these mechanisms, altering the effectiveness of policies aimed at
stabilizing the economy. Furthermore, CBDCs may have implications for financial stability. While they offer the potential
for more secure and efficient transactions, their widespread adoption could disrupt the banking sector. Commercial banks
might face challenges in attracting deposits, leading to changes in their lending capacities. This shift could impact credit
availability and interest rates, influencing economic stability in stressed periods. In this evolving landscape, central
banks are tasked with balancing innovation and stability. Striking the right balance is essential to harness the benefits of
CBDCs while mitigating potential risks to monetary policy frameworks and financial systems.

C entral Bank Digital Currencies (CBDCs), a digital form of a country’s official currency, issued and requlated

Financial Stabllity Concerns sion among the unbanked population. In addition,
. . amidst the declining use of cash, a CBDC could en-
and Impllcatlons on the sure the availability of a universally accepted pay-

ment method that is not reliant on private interme-
diaries, especially if directly issued and managed
by the central bank. Besides, a CBDC might stim-

Banking Sector

URING the last decade, there has been an in-  ulate technological innovations in banking and pay-
D creasing interest towards digital assets and ments within the private sector. Indeed, some argue
central bank digital currency justified, at that the emergence of private digital assets could
least to some extent, by initiatives in the private sec-  necessitate the creation of a publicly issued digital
tor moved by distributed ledger technologies, more- asset to support the stability of new payment plat-
over, the decline in cash usage [18] induced Central forms. Lastly, a CBDC has the potential to enhance
Banks to assess their role in the financial system. the transmission of monetary policy. However, CB-
In this sense, the introduction of central bank dig- DCs also come with risks, which largely depend on
ital currencies could have sensible impacts on the their design features, of which there are many possi-
financial sector both improving the resilience of the bilities. A CBDC can be either token-based, akin to
payment system and fostering financial innovation. physical currencies, or account-based, like bank de-
However, an inappropriate design of this new mean posits. It can be directly held by households and
of payment could jeopardize financial stability and nonfinancial firms (referred to as retail CBDC) or
potentially influence negatively monetary policy and intermediated through banks or nonbank financial
its transmission mechanism. Moreover, the cross- entities such as fintechs (intermediated CBDC). Ac-
border use of CBDCs, and thus financial transaction cess to holding CBDC could be universal or limited
that involves the transfer of funds from an individ- to specific groups, such as households and small
ual, company, or financial institution located in one businesses. The supply of CBDC could be elastic
country to a beneficiary located in another country, and continuous for eligible parties, or it might be
should be taken into consideration due to the possi- constrained by caps, transfer size limits or transfer
ble impact on both the issuing and recipient country. frequency restrictions. CBDC demand would prob-
Firstly, a Central Bank Digital Currency (CBDC) ably be influenced by individual users’ preference
has the potential to alleviate financial frictions in de- for the following factors over available alternatives
posit and loan markets, possibly through more com- at that time, such as cash, bank deposits, e-money,
petitive pricing of deposits and loans. Secondly, it and other tokens:

could enhance the efficiency of retail payment sys-
tems, making transactions quicker, safer, and more
cost-effective. Moreover, a CBDC could facilitate in-
ternational transactions and promote financial inclu- ® Accessibility and financial inclusion;

® Safety perception compared to insured or
uninsured options;

Issue n. 06 / 2023 13
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¢ Compatibility and speed in comparison to
other payment methods;

* Technological advancements, such as pro-
grammability;

e Remuneration;
¢ Usage expenses;
¢ Privacy and anonymity features;

¢ Convenience in transitioning between CBDC
and other options.

Crucially, one of the most significant design as-
pects of a CBDC is whether it offers remuneration,
meaning whether CBDC holdings would earn in-
terest and if this interest would be proportional or
tiered based on the holding’s size. These design
choices impact the CBDC’s competitiveness in spe-
cific markets and the role it might play. For instance,
if a CBDC does not offer interest, its utility as a store
of value is limited, especially when market interest
rates significantly exceed the effective lower bound
(ELB) on nominal interest rates. In such situations,
CBDC functions similarly to physical cash, and its
usage depends on its convenience relative to other
cash-like alternatives. Given the possible impact on
the banking industry the creation of a CBDC could
also affect the stability of the financial system. In
broader terms, the competition posed by CBDC for
bank deposits could reshape the financial system.
It might displace a category of private debt, com-
pelling banks to seek funding from different sources
and potentially increasing the fragility of the bank-
ing sector. Additionally, the importance of payments
and data in social and commercial platforms might
reverse the current structure of financial activities.

In order to give a comprehensive overview of fi-
nancial stability related issues it is necessary to dis-
cuss the impact of Central Bank Digital Currencies
in normal and market stressed times. In the first
case, with normal market conditions the main is-
sue is related to the contraction of bank deposits
and the respective increase in other sources of fund-
ing; indeed the most discussed risk is linked to
bank disintermediation. Central Bank Digital Cur-
rencies could certainly pose a competitive challenge
to banks for funding, particularly if it offers interest.
This scenario might elevate banks’ funding expenses
and negatively impact their lending activities. How
severely disintermediation would impact lending re-
lies on the availability of alternative credit sources
for households and businesses. It also, to some ex-
tent, hinges on how CBDC is reintroduced into the
economy, including the central bank’s response to
the rise in CBDC on its balance sheet. More in de-
tail, banks currently rely (in large part) on deposits
to fund their loans. A widely available CBDC would
serve as a closeor, in the case of an interest-bearing
CBDC, near-perfectsubstitute for commercial bank
money. This substitution effect could reduce the ag-
gregate amount of deposits in the banking system,

14

especially if CBDC was offered without limits on in-
dividual holdings. This could in turn increase bank
funding expenses, lower bank profitability, reduce
credit availability or raise credit costs for households
and businesses, constraining the financing of the real
economy. Another related topic is that, with the de-
crease in banking payments activity, also the level of
customer information decreases, leading to higher
costs linked to asymmetric information. This chain
of effects can vary, depending on certain characteris-
tics of the banking sector:

e Banking Sector Competitiveness If banks
have significant market power in the deposits
market, the introduction of a CBDC directly
competing with bank deposits might increase
deposit rates. However, it might not necessar-
ily lead to a decrease in the quantity of bank
deposits and lending.

¢ CBDC Remuneration The impact of CBDC on
bank intermediation depends on its interest
rate. A high-interest CBDC could lead to bank
disintermediation, while a non-interest or low-
interest CBDC might have negligible effects on
bank activities. An intermediate interest rate
on CBDC could even promote bank interme-
diation, depending on the competitive dynam-
ics of the banking sector. Moreover, if CBDC
interest rates are set independently from pol-
icy rates, they can act as a deposit rate floor,
compelling banks to offer better terms to de-
positors. This, in turn, reduces monopoly dis-
tortions in the banking sector, increasing the
deposit supply through higher savings and in-
cluding unbanked individuals.

¢ CBDC Account Limits Imposing restrictions
on the quantity of CBDC that users can hold,
transact, or earn interest on could limit the
extent of bank disintermediation. Author-
ities could implement quantity-based safe-
guards and price-based safeguards to mod-
erate CBDC take-up and usage. Restrictions
based on quantity would limit the usage of
CBDC by imposing strict caps on transfers
and/or holdings of CBDC. These limits can
be either stock-based (where central banks re-
strict the amount of CBDC held by individ-
uals or individual account holders) or flow-
based (restrictions on the quantity of CBDC
that can be transferred within a specific time
frame, such as a day, by an account holder).
The extent of these quantity restrictions could
be adjusted to align with the typical usage of
cash and common household payment needs.
Price-based measures (involving interest rates
or fees) could discourage the accumulation
of CBDC or significant transactions in CBDC
(without outright restrictions). Central banks
might opt for uncompetitive interest rates on
CBDC holdings to discourage its use. In-
deed, the remuneration system could be ei-

www.iasonltd.com
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ther single-tier or multi-tier. In a single-tier
system, CBDC holdings would receive a set
rate regardless of the amount held. In a two-
tier system, holdings up to a specified thresh-
old amount (q1) would yield a particular re-
turn (rl); amounts surpassing ql would re-
ceive a lower return (r2 < r1). Central banks
would need to determine interest rate appli-
cations (such as spot amount or period aver-
ages) based on technical capabilities. Addi-
tionally, central banks could contemplate im-
posing fees (either fixed or progressive) on
CBDC transfers exceeding a certain amount.
A combination of price-based and quantity-
based measure could also be efficient.

* Wholesale Funding If banks can compensate
for lost retail deposits with wholesale funding,
CBDC would have a limited impact on lend-
ing. This offsetting effect is especially relevant
for larger banks.

Conversely, during periods of market turmoil,
the introduction of a widely accessible CBDC could
heighten the risk of a systemic bank run, either by
initially attracting an excess of depositors or by of-
fering a secure and liquid alternative for depositors
to turn to. In recent years, the convenience of online
cash transfer services, digital currencies, and rapid
payment systems has made withdrawing deposits
easier. Simultaneously, stricter regulatory measures
for banks and enhanced deposit insurance programs
in many countries have decreased incentives for both
retail and wholesale customers to withdraw funds
during times of stress. However, the introduction
of a CBDC (or certain new types of private money)
could potentially heighten this risk during periods
of financial strain. This is because it offers an eas-
ily accessible option as a safe asset. The specifics
of any potential run would be influenced by the le-
gal and operational framework of the CBDC and
its management by banks or other financial service
providers. Moreover, apart from traditional banks,
CBDCs might replace investments in other low-risk,
liquid assets like Money Market Funds (MMFs) and
Treasury Bills, causing sudden changes in their fund-
ing sources, that is due to the fact that in certain
situations, depending on its specific design and the
interest rates it offers, the introduction of a CBDC
could be an appealing option for individuals who
prefer low-risk alternatives to cash substitutes, even
under favorable market circumstances. A signifi-
cant change in the volume of transactions in certain
money markets could impact the robustness of vital
interest rate benchmarks[26]. Money market activi-
ties, particularly overnight unsecured deposit trans-
actions involving MMFs, contribute significantly to
the calculation of interest rate benchmarks like SO-
NIA or EONIA. As observed in the past with LIBOR,
the accuracy of these indices, which is crucial for the
functioning of financial markets, depends on sub-
stantial transaction volumes in the underlying mar-

Issue n. 06 / 2023
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kets. Once again, the run risk problem in bank runs
models with CBDC is that deposits and CBDC are
near-perfect substitutes. Accordingly, the proposed
solutions to this problem tend to involve either re-
ducing the substitutability of these assets for some or
all financial agents or limiting the range over which
substitution can occur. Thus, the instability caused
by a systemwide run into CBDC can be mitigated
with some of the design features of CBDC. Moreover,
for the sake of tackling bank run threats, authorities
or intermediaries might implement a crisis manage-
ment framework involving restrictions on individ-
ual holdings or withdrawals to mitigate the risk of
abrupt deposit outflows. As an illustration, existing
LCR regulations determine outflow parameters for
deposits from retail and small business customers
by considering observed outflow rates during stress
periods. These rates, however, do not factor in the
potential influence of CBDC or new private digital
currencies on depositor behavior during stressful sit-
uations. If the introduction of CBDC elevates out-
flow risks for these deposits, it might be necessary
to reevaluate the corresponding outflow rates. This
reassessment is crucial to guarantee sufficient liquid-
ity to cover potential outflows during times of stress.

A View on Monetary Policy
Implications of CBDCs

Monetary policy encompasses the measures under-
taken by a central bank or monetary authority to reg-
ulate the money supply within an economy. These
actions are aimed at achieving broader economic
goals, including the maintenance of price stability
characterized by low and steady inflation and the
promotion of sustainable economic growth. The
goals and frameworks of monetary policy remain
consistent even when countries introduce a CBDC.
However, as a novel payment method, CBDCs can
bring about alterations in retail, wholesale, and inter-
national payments. These changes have significant
spillover effects on the implementation and impact
of monetary policy.

A retail CBDC represents a new form of currency
for everyday transactions by households, while a
wholesale CBDC is a modified version of central
bank money used for settlements. However, a CBDC
plays a significant role in anchoring the broader
monetary system, ensuring the central bank con-
tinues to offer a reliable payment method that fos-
ters trust in money and transactions. It also affects
the cost structure of issuing central bank money
and influences seigniorage income, thereby impact-
ing the independence of central banks in conducting
monetary policy. Furthermore, CBDCs can trigger
changes in retail, wholesale, and cross-border pay-
ments, leading to ripple effects on the implementa-
tion and impact of monetary policy. Despite being
the sole issuer of CBDCs, the central bank lacks con-
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trol over public reactions to its issuance and conse-
quently, it does not have complete authority over the
liability composition of its balance sheet. Similarly,
commercial banks cannot fully dictate the public’s
preference between deposits and CBDCs as payment
methods. The key element is thus to assess if and
how can a Central Bank Digital Currency (and its
main design options) affect the implementation and
transmission of monetary policy. In order to accom-
plish such task, it is necessary to discern between
retail and wholesale CDBC.

Retail CBDC Implications

In the case of a retail CBDC, it could potentially set
off a complex network of interconnected reactions,
which cumulatively have a harmful impact on the ex-
ecution and transmission of monetary policy. When
introduced as a new payment tool, CBDCs may lead
some households and businesses to convert portions
of their cash holdings and deposits into CBDCs. If
this conversion is substantial, it can alter the pub-
lic’s holdings of cash and deposits, subsequently af-
fecting money velocity, bank disintermediation, and
the stability of commercial bank reserves. These out-
comes can undermine the effectiveness of money tar-
geting strategies, weaken lending, interest rate mech-
anisms, and hinder central banks’ ability to predict
commercial bank reserves, crucial for Open Market
Operations (OMO). However, exchanging cash with
a retail CBDC would not affect the monetary policy
effectiveness via balance sheet as shown in Figure 1;
the reason lies in the fact that both physical cash and
CBDC are essentially the same thing, that is central
bank money and are indeed perfect substitutes.

The composition and size of commercial banks
balance sheets remain unchanged, as these banks are
limited to an operational role in transferring funds
from cash to CBDC. However, exchanging cash for
CBDCs can lead to changes in money velocity [27].
Cash transactions involve physical proximity and de-
lays in depositing funds. In contrast, CBDC trans-
actions are digital, allowing remote transfers and
immediate crediting. This rapid turnover can in-
crease money velocity and create instability. Insta-
bility in money velocity affects the relationship be-
tween money, inflation, and GDP and erodes the
effectiveness of money targeting regimes (that are
built based on a possibly stable relationship between
money supply and inflation). Moreover, CBDCs
could impact central banks’ seigniorage revenues
by altering the cost dynamics of issuing currency.
They may reduce operational expenses related to
physical banknotes but introduce new costs and af-
fect cash demand. Depending on these changes in
seigniorage income, central banks might increase or
decrease their reliance on government funding, im-
pacting their independence in shaping monetary pol-
icy.

Conversely, exchanging banks deposits for CB-
DCs would have a different effect on monetary pol-
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icy (Figure 2); funding digital wallets though bank
deposits increase the volatility of commercial banks
reserves (that in the previous case remained unaf-
fected) and promotes disintermediation [27]. While
the latter undermines the effectiveness of the credit
and interest rate channels in the monetary policy
transmission process, volatility in reserves dimin-
ishes central banks’ ability to predict reserves accu-
rately and conduct efficient Open Market Operations
(OMO).

Additionally, CBDCs stored in digital wallets are
recorded on the central bank’s ledger and cannot be
lent by commercial banks. Assuming other factors
remain constant, the decrease in bank deposits and
the corresponding reduction in commercial bank re-
serves limit the available credit for the economy, in-
creasing eventually the cost of bank credit. As high-
lighted, replacing bank deposits with CBDCs might
introduce instability in commercial bank reserves,
creating challenges for both commercial banks and
the central bank in managing liquidity. Large, fre-
quent, and unpredictable transfers of deposits into
CBDCs could lead to significant volatility in com-
mercial bank reserves held at the central bank. This
volatility can impact monetary policy through multi-
ple interrelated channels.

¢ Central banks must accurately anticipate the
flow of funds in and out of the commercial
banking system, especially in payment sys-
tem operations, to achieve monetary policy
goals, particularly short-term interest rate tar-
gets. High volatility in commercial bank re-
serves complicates a central bank’s ability to
predict its balance sheet components, affecting
the size and frequency of Open Market Oper-
ations.

¢ Volatility in commercial bank reserves may
prompt banks to maintain larger reserves not
only for daily payment transactions but also to
handle potential withdrawals for CBDC fund-
ing, especially in stressful market conditions.
This increased need for liquid buffers reduces
funds available for long-term lending, weak-
ening the credit channel.

¢ The accumulation of excess liquidity can dis-
rupt the transmission of policy rate changes
to interbank markets, crucial for the effective-
ness of Interest Rate regimes. Banks might
have to offer higher deposit rates or secure
funding from more expensive and unstable
sources, leading to elevated lending rates and
decreased credit availability to the private sec-
tor.

Wholesale CBDC Implications

Alternatively, Wholesale Central Bank Digital Cur-
rencies (w-CBDCs) resemble reserves and do not
impact monetary policy implementation or trans-
mission through balance sheet adjustments. In-
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stead, they influence monetary policy by improv-
ing payment system efficiencies and causing shifts
in market structure. When a central bank intro-
duces w-CBDCs, financial intermediaries can ob-
tain these currencies in the Real-Time Gross Set-
tlement (RTGS) system by transferring funds from
their reserve balances. This issuance of w-CBDCs
alters the liability composition of the central bank’s
balance sheet, increasing w-CBDCs while reducing
commercial banks’ reserves. The balance sheets of
financial intermediaries also reflect similar adjust-
ments in their asset composition. Once issued, w-
CBDCs can be transferred between financial inter-
mediaries within the Distributed Ledger Technology
(DLT) platform without impacting the central bank’s
balance sheet, furthermore, Intraday w-CBDCs, is-
sued during the business day and redeemed nightly,
do not affect the overall size of the central bank bal-
ance sheet. Since w-CBDCs are primarily designed
for interbank settlements and other financial transac-
tions among institutions, they do not lead to deposit
disintermediation or digital runs.

Cross-Border Use of CBDCs

The introduction of Central Bank Digital Currencies
(CBDCs) in international transactions aims to extend
the use of central bank money to non-residents. Cur-
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rently, electronic central bank money is limited to
local banks within a country and cannot be utilized
for cross-border or offshore transactions. In securi-
ties settlement systems, local banks can use central
bank money to settle treasury securities purchases,
but cross-border and offshore transactions rely on
commercial bank money. In foreign exchange trans-
actions, non-resident banks cannot have accounts at
the host central bank, and trading parties cannot
directly exchange claims using central bank money.
Instead, foreign currency transactions involve cor-
respondent banks, leading to a complex network
of intermediaries, high costs, lengthy transaction
chains, and extended settlement periods. The inter-
national use of Central Bank Digital Currencies (CB-
DCs) poses monetary policy challenges for both the
issuing and recipient nations.

e For the Issuing countries, in case of an high
foreign demand for their CBDCs, the currency,
being held abroad, reduces the issuing coun-
try’s control over monetary aggregates. This
can also result in appreciation pressures on
exchange rates, potentially impacting inflation
and monetary policy.

¢ With respect to Recipient countries, the In-
creased use of foreign CBDCs reduces domes-
tic monetary authorities’ control over liquid-
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ity. While this substitution is similar to tra-
ditional dollarization seen in countries with
high inflation and exchange rate volatility, CB-
DCs’ ease of access can accelerate this process.
Greater currency substitution negatively im-
pacts seigniorage for the recipient country.

Considering both Issuing and Recipient coun-
tries, faster cross-border settlement can cause
rapid flow of liquidity between different cur-
rency markets. This speed in cross-border
payments can amplify capital flow volatility,
affecting domestic monetary authorities” abil-
ity to manage exchange rates and monetary
policy. Additionally, increased use of whole-
sale CBDCs for cross-border settlement could
lead to higher and possibly more volatile
demand for central bank money within the
day. Non-resident banks having access to
intraday wholesale CBDC might raise de-
mand for overnight reserves held by resident
banks, impacting liquidity management, lig-
uidity prices, and, consequently, the transmis-
sion of monetary policy.

18
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Architecture of the Digital Euro
Environment

2023 and has left as dowry the drawn lines of the possible future Architecture of the Digital Euro

Environment which will rely on the division of roles between the Eurosystem and the Private Sector
through an Hybrid Distribution Model. The Digital Euro Scheme will tailor the role of supervising the
PSP and be in charge of the settlement practices, ensuring that the ECB can constantly monitor the total
stock of Digital Euros within the system and its related total liabilities. On the other hand, the supervised
intermediaries will manage the onboarding practices, the validation and monitoring of the transactions, and
the funding/defunding related activities. Contextually to the investigation phase, the ECB, from July 2022
to February 2023, conducted a prototype exercise with the aim to test the technical possibility of integrating
the Digital Euro design choices into the existing European payment environment. The exercise has involved
both the ECB, which developed for the exercise purpose a UTXOs-based Settlement Engine named NXT, and
a pool of private partners that developed several front-end solutions based on a draft of use cases defined by

T he two-year investigation phase on the Digital Euro guided by the ECB finally concluded on October

the ECB
Architecture of the Digital The Digital Euro is not thought of as a possible
. substitute for the Euro but as a complementary in-
Euro Environment strument that will ensure the continuity of the cen-

tral role of the fiat money even into a much more

HE actual payment landscape is living all digitalized payment system. The ECB has clearly
T across the globe a moment of intense renewal stated that the Digital Euro will be a direct liabil-
due to the fast evolution of technologies that ity of the Eurosystem being as the Euro a central
permits innovative ways of performing payments. bank money. This feature is cardinal in the ECB
Focusing on the European environment, the latest plan, as it will ensure the maintenance of the Eu-
studies have shown that the evolution of payment ropean fiat currency as an anchor for the payment
services is currently causing a drastic change in the system. Using the words of the executive member
attitudes of Europeans. The use of cash is constantly of the ECB board Fabio Panetta "Our priority for the
diminishing in favor of the much more innovative Digital Euro project has always been clear: to pre-
digital payments, in fact, from 2016 to 2022 the num- serve the role of central bank money in retail pay-
ber of transactions performed with cash has passed ments by offering an additional option for paying
from 79% of the total amount to 59%, while the with public money, including where this is not pos-
payments performed with other payments method sible today, for example in e-commerce” [33]. The
as cards or mobile app have eroded the cash share development of a European CBDC will also improve
showing an increase of the 20% in the same period. the autonomy of the Union regarding payment ser-
It is important to note that mobile app payments vices, indeed, the cards payment services within Eu-
passed from a non-significant percentage of the to- rope are in charge of a majority of non-European
tal to 3% of the market. Looking at the total value corporates. Considering so, it is clear that the devel-
of money moved by the payment methods the trend opment of an all-European digital payment environ-
showed a similar pattern with the cash that lost 12% ment that will take advantage of the collaboration
of the market share in favor of the other payment between the private sector and the European private
methods. In this case, the mobile payments apps intermediaries will guarantee the growth of the mar-
have increased since covering 4% of the total value ket share in charge of European corporates. In Oc-
of the transactions. tober 2020 the ECB published the Report on Digital

Europe which underlined the core principles and the
other possible features of the European CBDC. The
first and most important of these states that the Euro
and the Digital Euro are two faces of the same coin
and so a Digital Euro will always be exchanged at
par with its paper counterpart. Other than that, the
analysis one more time defines the future state of the
fiat currency of the Digital Euro, confirming that it

This scenario is the background where the
project Digital Euro was born in October 2021. Since
the beginning of the investigation phase, the ECB
has not hidden the necessity of the development of
a technology that could avoid the decline of central
bank money as the center of the exchange system in
the Eurozone in favor of the most innovative digital
currencies and payment methods.
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area [18]

will be a direct liability of the Eurosystem, this im-
plies that the trust in the Digital Euro will always
be ensured over time by the ECB. The implications
related to these first three statements subtend that
the total amount of the Digital Euro will always be
monitored under the control of the ECB. The other
core principles define that the Digital Euro must be
accessible at the same condition and without any
form of discrimination in all parts of the Union and
that innovative solutions designed by the private sec-
tor in payment solutions will always be encouraged.
The Digital Euro Report also includes some scenario-
specific requirements and other characteristics that
the ECB has studied during the investigation phase
and that regards the capability of the Digital Euro
to be integrated into the existing payments infras-
tructure while also supporting the growth of the Eu-
ropean payment services sector, helping its digital
innovation, and promoting the reduction of its en-
vironmental footprint. Another important goal that
the ECB aims to reach with the issue of the Digital
Euro is digital inclusion that could be boosted by
an instrument that relies on the private sector for its
distribution but is not linked with the characteris-
tic boundaries of their financial instruments, such as
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the requirements for the opening of a bank account.
In the next paragraphs, the focus will be put
on the findings related to the investigation phase
guided by the ECB and the next steps drawn for the
preparatory phase that started in November 2023.

Digital Euro Environment: The
Roles of Eurosystem and
Private Sector

The role that the Eurosystem will cover within the
Digital Euro environment will play a crucial part in
the definition of the issuing structure of the Euro-
pean CBDC. In fact, since the beginning of the in-
vestigation phase, the ECB has put the lens on the
design of what the Digital Euro Environment will
look like. Since the second report, the ECB focused
on defining which issuing and distribution model
will fit the best its goals with the Digital Euro. The
main differences regarding the models that are be-
ing studied regard the roles of the Eurosystem and
its interaction with the Private Sector. Three models
have been taken into consideration by the ECB:
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Direct Model

In the Direct Model, the CBDC are
liabilities directly issued by the Central
Bank  which  manages  both  their
distribution and the transactions

Indirect Model

In the Indirect Model, the Digital
Currencies are issued and distributed
directly by the private sector, which also
manages the distribution and payment
environment. The Central Bank will
monitor only the intermediary’s deposits
gross amount guaranteeing only the cash
conversion of the CBDC

Hybrid Model

In the Hybrid Model, the CBDC are
liabilities directly issued by the Central
Bank while the private sector will cure the
CBDC distribution and the end-user’s
relationship
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Transaction Information
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FIGURE 4: CBDC issuing and management models

e Direct Model;
¢ Indirect Model;
¢ Hybrid Model.

In the Direct Model, the Digital Currencies are
issued and distributed directly by the Central Bank,
which, acting as a Bank, will record them as liabili-
ties in its balance sheet, control all the transactions,
and monitor all the users” accounting. In the Indi-
rect Model, the Digital Currency environment will
be managed, since their issuing to the settlement of
the transactions by the private sector. In this con-
figuration, the Central Bank will monitor only the
intermediary’s deposits gross amount guaranteeing
only the cash conversion of the CBDC. The Hybrid
Model involves the Central Bank managing the Dig-
ital Currency transactions and having the view of
the single positions while the private sector will be
in charge of the relationship with the users and the
payment confirmation system.

Considering that being a fiat currency is one of
the main characteristics of the Digital Euro, it is
clear that the ECB has opted for a hybrid config-
uration. From a legal point of view, in June 2023
the European Commission accepted this configura-
tion through the regulative proposal on Digital Euro.
First, Article 3 establishes the Digital Euro as the dig-
ital form of the single currency, and Article 4 claims
that the ECB has the exclusive right to authorize the
issuance of the Digital Euro and the national central
banks may request to issue it, in accordance with the
Treaties. Thus, these institutions would be the direct
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liability towards the Digital Euro users. Article 4
puts a robust legal basis for the issuance of token
and/or account-based CBDCs, legitimizing the Dig-
ital Euro. Furthermore, Article 13 specifies the du-
ties of a Payment System Provider for the euro to be
utilized as a unified currency throughout the Union.
This entails providing funding and defunding func-
tionalities and allowing users of the Digital Euro to
automatically defund any excess Digital Euro hold-
ings over any limitations the ECB may adopt (for
example, holding limits) to a non-Digital Euro pay-
ment account like a business bank account when a
Digital Euro payment transaction is received (also
known as the "waterfall approach”). This also in-
cludes giving users of digital platforms the option to
employ the "reverse waterfall approach”" and make
a Digital Euro payment even when their holdings
are insufficient to cover the transaction. In addi-
tion, it is stated that Digital Euro users shall only
enter a contractual relationship with PSPs and not
the European Central Bank or the national central
banks. Moreover, it is also important to highlight
that the payment service providers shall make avail-
able to the public, free of charge, accessible infor-
mation about the specific features of Digital Euro
payment services and the conditions of their distri-
bution. The Digital Euro Environment as it is de-
signed by the ECB, will lay on the equilibrium be-
tween the duties of the private sector, represented
by the Supervised Intermediaries, and the ones of
the Eurosystem. These could be classified into four
distinct pillars that represent the milestones of the
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Digital Euro Environment:

¢ User Management;

¢ Transaction Management;
* Settlement Management;
¢ Liquidity Management.

The Eurosystem will be in charge of managing
the settlement practices and supervising the activi-
ties of the intermediaries, while the Supervised Inter-
mediaries will manage the onboarding practices, the
validation and monitoring of the transactions, and
the funding/defunding related activities. The choice
of relying on Supervised Intermediaries as PSP is
driven by the advantages that could be taken by the
actual cooperation in force for the European pay-
ment system. Considering so the supervised inter-
mediaries’ experience with the end-users will make
them the "best placed to provide user-facing services
and to build new business models"[17]. Other than
that, as stated by Emilio Barucci[4], we can see this
choice in the intent of the ECB to preclude both the
big tech firms and teleco companies from entry into
the Digital Euro Environment. The Eurosystem will
lead the maintenance and management of the back-
end infrastructure that will guarantee the settlement
of the transactions, ensuring for Digital Euro the sta-
tus of public goods such as cash. Other than that,
thanks to the consideration that emerged from both
the investigation phase and the prototype exercise,
the ECB has delineated other several related services
that will be in charge of the Eurosystem such as the
maintenance of an "onboarding register", which are
stored the data on the accounts opened at the PSPs,
and the management of the alias lookup component
that will be "responsible for creating new Digital
Euro account numbers (DEANs) and mapping each
DEAN to the PSP responsible for servicing the un-
derlying holdings"[9]. Is it clear that, to permit a
wide distribution among users, the costs related to
the basic subsidiaries” services, such as the opening
of a wallet, the defunding activities, and the pay-
ment services are not to be charged to the private
citizens. The actual designated configuration will
follow the current market model in force for the elec-
tronic payments, which allows the cost to be charged
by the private sector to the merchants. The UE will
also prevent overcharging practices that will damage
merchants who will be legally obligated to accept
the new CBDC as a form of payment. Furthermore,
Article 17 of the Digital Euro regulation proposal dis-
cusses the fees on Digital Euro payment services, es-
tablishing that payment services providers shall not
charge fees to natural persons as referred to in Arti-
cle 13(1), points (a), (b) and (c), for the provision of
the basic Digital Euro payment services.

Transaction and User Management

In the Digital Euro Environment, the supervised in-
termediaries will act as the principal counterparties
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of the users being also the distribution channel for
European CBDC. The activities related to the ac-
counts and wallets opening and management, offer-
ing of payment services, onboarding, and offboard-
ing practices, as well as supervisory activities such
as Know Your Costumers and Anti Money Launder-
ing checks will be administrated by the supervised
intermediaries. Regarding the latter, Directive (EU)
2015/849 of the European Parliament on the pre-
vention of the use of the financial system for the
purposes of money laundering or terrorist financ-
ing and Regulation (EU) 2015/847 on information
accompanying transfers of funds are extended to
Digital Euro payment transactions in the legislative
proposal. Furthermore, Article 37 defines the Anti-
money laundering rules applying to offline Digital
Euro payment transactions. It established that trans-
action data shall not be retained by payment service
providers or by the European central banks and the
national central banks while funding and defund-
ing data shall be retained by PSP in accordance with
the AML regulations. Moreover, article 37 specifies
that transaction and holding limits shall consider the
need to prevent money laundering and terrorist fi-
nancing.

As stated by the ECB the onboarding services
made available by the private sector will rely on the
existing and established procedures that are used to
permit the opening of classical payment accounts.
According to the latest ECB decisions, if there is a
preexisting contractual relationship, the onboarding
information used by the intermediaries should be
the same that it already owns, while in case of new
clients, the intermediaries should apply the KYC
checks as already disposed of by the EU legislation
framework. The ECB also states that it is forbidden
during the Digital Euro onboarding process to force
the users to open a non-Digital Euro-related account.
The onboarding process will provide the users with
a Digital Euro account number (DEAN), which will
serve as the account identifier and could be shared
in order to receive payments. In case a user changes
its PSP the DEAN shall be ported as well as the
Digital wallet. The payment services providers will
also handle the checks needed to identify if a user
has already opened a Digital Euro account with an-
other intermediary. The business users, during the
onboarding process, will receive from the intermedi-
ary an upgraded POS that shall guarantee the pos-
sibility of performing Digital Euro transactions and
several DEANs that will deepen on the signed com-
mercial agreements. The offboarding process will
follow the processes typically applied in the case of
the cessation of a bank account, such as the defund-
ing of Digital Euros in favor of bank accounts or cash.
Other than that, the PSP will have to guarantee the
transaction management foreseeing the application
of procedures that will ensure the authentication of
the parties involved in the transaction, its validation,
and the other post-settlement procedures. Another
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mandatory activity that will be led by the private
sector, as in force to manage the wallets monitoring
and management activities, will be the reconciliation
of the accounts.

For what concerned the legislative framework,
different articles address transaction and user man-
agements activities. First, Article 25 imposes that
PSP distributing the Digital Euro shall ensure the
functionalities of users European Digital Identity
Wallets. Furthermore, Article 31 enforces the PSP to
enable Digital Euro users at their request to switch
their Digital Euro payment accounts to other pay-
ment service providers while maintaining the same
account identifiers.

The transaction management is further regulated
by Article 30 on the settlement of Digital Euro pay-
ment transactions, which establishes the differences
between online and offline transaction settlements.
Moreover, Article 29 requires PSPs to verify every
calendar day whether any of their Digital Euro users
are listed persons or entities and Article 27 defines
the dispute mechanism that sets the rules to dispute
a payment by the payer after a successfully com-
pleted financial transaction. Finally, Article 28 out-
lines the front-end services that PSPs distributing
the Digital Euro shall provide to Digital Euro users
when accessing and using the Digital Euro payment
services.

Settlement

The designed model of the architecture of the Digi-
tal Euro foresees that the settlement activities must
be in charge of the Eurosystem. As noted by Fabio
Panetta[31] in his speech on the role of the Eurosys-
tem in the Digital Euro Environment, the choice
of making the Eurosystem directly involved as the
main actor in the settlement process will ensure full
control of the issuance and settlement of the Dig-
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ital Euro. At a technical level, the settlement ac-
tivity involves two distinct moments: the first re-
quires verifying the disposal of the funds that must
be moved from the payer account and the consequen-
tial transfer into the payee account, and the second
involves the registration of the transaction into the
ledger. Through these activities, the Eurosystem will
always be conscious of the total stock of Digital Eu-
ros within the system and its related total liabilities.

Liquidity Management

Supervised Intermediaries, according to their role of
managing the front-end users relationship, will have
the mandate to create, manage, and supervise the
users digital wallets that represent the vault where
the Digital Euro will be stored. Considering that, is
it clear that one of the duties in charge of the pri-
vate sector will also be the managing of the funding
and defunding of users holdings in Digital Euro. In
order to facilitate a wide distribution of the Digital
Euro it has to be permitted for users to be able to
fund directly their wallets with cash or by transfer-
ring money from their bank accounts to their wallets
and vice versa. The funding/defunding modalities
defined for the Digital Euro are designed to accept
both online and offline practices. A bank account
wont be a prerequisite to have access to digital wal-
lets, but to feed the wallets to an online mechanism
it will be possible to link one bank account to it in
order to also take advantage of the waterfall /reverse
waterfall engines (that will be explained in detail fur-
ther in the analysis). The online provision of Digi-
tal Euro could be performed to any bank account of
the user, but it is important to remark that only one
could be used to automatically have access to the
waterfall mechanism. In the case of offline holdings,
the users could only fund and defund their wallets
manually and only when their devices are connected

www.iasonltd.com



@ iason

Chapter 2

to the internet. On the other hand, will always be
possible to feed the Digital Wallet through physi-
cal deposit of cash. Technically when a user funds
their wallet with a transfer from bank deposits, he
is converting commercial money into central bank
money. In this process the bank will erase its liabil-
ity and the ECB will be charged for a new one equal
to the amount of funds that the user has converted
from commercial money to Digital Euro. With this
configuration, the ECB will have only direct inter-
actions with the supervised authorities having the
cognition of the wallet amount and the circulating
mass of Digital Euro but without knowing anything
about the sensitive information about the owners of
the wallets that will be only under the private sector
jurisdiction. It is important to state that considering
that the Digital Euro will be an ECB liability, the wal-
lets will be segregated with respect to the other ac-
counts recorded in the intermediarys balance sheet.
This approach will ensure that in case of bankruptcy
of an intermediary, the ECB could move the segre-
gated Digital wallets to another intermediary ensur-
ing the protection of the end-users. At the end of
the investigation phase, the ECB also noted that the
portability of Digital Euro Wallets should be as sim-
ple as possible permitting the users to "switch by
asking the new intermediary to initiate the porting
procedure, similar to how users can take their cur-
rent mobile number with them when switching to
a new provider"[16]. With the scope of harmoniz-
ing the user funding/defunding experience, the ECB
has also stated that the supervised intermediaries
have to ensure a common baseline of functionalities.
Not less important the ECB has stated that the Fund-
ing/Defunding environment should be available for
end users 24/7 and 365 days for year.

Liquidity management is partially regulated by
Articles 4 and 13 of the Digital Euro regulation. Ar-
ticle 4 declares that the Digital Euro must be a direct
liability of the European Central Bank or of national
central banks towards Digital Euro users, while Arti-
cle 13 extends the framework of Directive 2015/2366
on payment services in the internal market to Dig-
ital Euro. Those articles not only define the actors
described in Figure 3 but also regulate the liquidity
management roles, such as funding/defunding pro-
cedures, waterfall and reverse waterfall approaches,
and issuance and redemption.

Distribution Model

In the process of identifying the most suitable model
to ensure a wide and fair distribution of the Digital
Euro, the ECB has sifted several different models,
in particular in the first stage of scheme definition
the major factors taken into consideration have been
the presence of: "Technical rules & standards for in-
teroperability and common acceptance of the differ-
ent PSPs solutions (e.g. messaging standards, API
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specifications, Minimum requirements for front-end
(e.g. user interface, acceptable form factors) ensur-
ing access for all and inclusion, Common minimum
rules for the branding, Security requirements, Certi-
fication and compliance, Fraud threshold, End-user
protection mechanisms'[19]. The ECB has initially
taken into consideration four main models:

e Issuance Model;
* Open Access Model;
¢ End-to-End Solution;

¢ Payment Scheme Model.

In the Issuance Model, the Central Bank will be
only in charge of the issue of the CDBC while all
other aspects, including transaction settlement, will
be a private sector affair. The Open Access Model
instead requires that the Central Bank will only de-
fine the access rule to the market and guarantee the
transactions settlement infrastructure. In this config-
uration, the market will regulate itself with an ob-
vious decrease in the user’s experience harmoniza-
tion. These two models have not been considered the
most suitable for the ECB goals, in fact, the intrinsic
features of these imply a possible market fragmen-
tation due to intermediaries’ free of movement in
defining their solutions that will bring a not optimal
distribution degree of the Digital Euro. The End-to-
End Solution implies that the Central Bank will have
to offer an all-around environment for the CBDC, in-
cluding issuing, settlement, and payment services.
This scheme will potentially slow the technologi-
cal innovation within the CBDC environment reduc-
ing the financial inclusion degree under the optimal
threshold desired by the Central Bank. The Payment
Scheme Model simply requires that the Central Bank
defines the common regulatory framework leaving a
wide degree of movement to the private sector in de-
veloping their solutions in acceptance of the shared
environment rules. This model is characterized by a
shared harmonized baseline in the user experience
without compromising the role of the private sector
in developing innovative solutions for the users. The
ECB in defining the "Digital Euro Scheme" has opted
for this last configuration for the distribution model
of the Digital Euro and to determine a shared ro-
bust and clear framework has also constituted a task
force with the mandate of defining the Digital Euro
Rulebook.

The Digital Euro Scheme

The Digital Euro Scheme should define a shared
common set of rules, standards, and procedures that
will have to be accepted by the supervised interme-
diaries in order to be authorized to distribute the
Digital Euro. The ECB thought promoting the Dig-
ital Euro Scheme aims to define a harmonized user
experience that will ensure a capillary diffusion of
the Digital Euro among all the pan-European areas.
This approach will define a common user experience
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while guaranteeing a flexible design process in the
choices of the private sector that will guarantee in-
novation in developing the most suitable solutions
in order to match the end-user’ preferences. The
Digital Euro Scheme will ensure the reach of the
ECB goals allowing both the central role of the Eu-
rosystem in the issuing and management of the total
mass of the Digital Euro and ensuring the necessary
degree of freedom that it leaves to the design op-
tions taken by the PSP the possibility to aim to the
improvement and innovation in the digital solutions
that will be delivered to the end users. The ECB Dig-
ital Euro Scheme Rule Book points out three levels of
services that supervised intermediaries should /have
to provide in order to be allowed to the Digital Euro
distribution:

e Core Services;

¢ Optional Services;

¢ Value added-services.

Core services are the features that the intermedi-
aries will be required to offer to the users, some of
them have already been illustrated during the analy-

sis and others will be shown in the following parts,
and these include: "

* Opening a Digital Euro account;

¢ Onboarding and "Know Your Customer";

* Closing a Digital Euro account and offboard-
ing end-users;

* Payment instrument management (provision
and maintenance);

¢ Linking the Digital Euro account to a payment
account;

¢ User life cycle management processes;
¢ Funding (manual and automated);

e Reverse waterfall;

¢ Defunding (manual and automated);

e Waterfall transaction initiation (one-off trans-
actions);

e Authentication;

* Payment confirmation/rejection notification;
e Refunds;

¢ Dispute/exception management"[15].

The optional services, instead, would be not
mandatory features that the intermediaries could im-
plement and offer to their users. The Rulebook will
define a list, that is still under management, of de-
sired possible optional features such as:

¢ Portability, or the possibility for the user to
transfer Digital Euro access from one interme-
diary to another one.

® Recurring payments, defined as the feature
that guarantees the definition of a schedule of
days when a payment should be automatically
executed, such as for house rent or electricity
bills.
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¢ Pay-per-use enabled via pre-authorization.

* Payment initiation service, or triggering the
injtiation of a payment from a Digital Euro ac-
count held by another intermediary.

The value-added services will be left to the dis-
cretion of the private sector. This will provide a de-
gree of freedom that will enhance the solutions of-
fered to the end users. In the third phase of the Dig-
ital Euro Investigation, there are reported examples
of them such as the DVP (Delivery vs. payment) and
the so-called "splitting the bill" functionality. The
ECB has also clarified that in its first release, the
Digital Euro distribution will be focused on the Euro
Area, while access to the European Economic Area
and selected third countries will be taken into con-
sideration as the second part of the process.

The Payment System

To make the Digital Euro reliable, the ECB, since the
start of the analysis of the distribution model and the
payment scheme, has stated that the Digital Euros
payments must be available both online and offline
to ensure a high level of distribution and fungibil-
ity. The possibility of making both online and of-
fline payments will be a key feature in the challenge
of making Digital Euro transactions similar to cash
transactions. The digital architectures that are un-
der study by the ECB to secure a suited transactions
validation mechanism require two distinct solutions
for the different types of transaction execution. It
is important to state that for the offline transaction,
there will be required offline holding amounts that
will be subjected to limitations. This limited amount
would be a fraction of the total limited amount de-
tained by the users in their wallets. The Digital Euro
scheme will provide a third-party validation mech-
anism for the online transactions, which will also
have a near-to-instantaneous settlement provided
by the Eurosystem, while the offline transactions
will implement a peer-to-peer validation mechanism.
The peer-to-peer mechanism requires that the settle-
ment will be made instantaneously on the user’s de-
vices while the online accounts will be updated once
the connection is restored. Is it clear that the offline
transactions will have a privacy profile much more
similar to cash than the online ones, for these the
ECB has assured that the privacy of the users will
be put as the first priority and that they will have
the same security profile as the actual electronic pay-
ment solutions. Under the privacy profile is it clear
that online transactions rely on a so-called account-
based user identification model. In these specific
models, the users are identified by a unique account
which transactions are performed with a minor de-
gree of privacy than the ones performed with cash,
on the other hand, the account-based models per-
mit an improvement in terms of AML and CFT con-
trols and guarantee a major degree of control on the
Digital Euro mass. The peer-to-peer authentication
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model thought for the offline transaction instead,
has some features in common with the asymmet-
ric cryptography algorithms'. Even if it is not clear
the technological feasibility, the ECB has stated that
offline transactions that regard exchanges of small
amounts of Digital Euro will be guaranteed an even
higher level of privacy. Another important feature
that has been defined in detail at the end of the
investigation phase is the funding waterfall mech-
anism. The ECB has enlightened the importance
of guaranteeing the consistency of the Digital Euro
liquidity management provided by the PSP, speci-
fying that the wallets linked directly to a bank ac-
count must guarantee solutions that assure payment
continuity through the implementation of a water-
fall mechanism. The waterfall configuration requires
that if the bank account linked wallet does not have
enough Digital Euro to complete a payment an au-
tomatism will switch immediately the Euro in the
bank account of the users in Digital Euro in order to
complete it. On the same level, considering the max-
imum amount limit of detainable Digital Euro on a
wallet, an inverse-waterfall mechanism has to be as-
sured by the payment system provider. Practically,
if a user, for instance, receives a payment in Digital
Euro that will make its bank account linked wallet
flood the detention limit, a mechanism should auto-
matically exchange the CBDC into Euro. It is clear
that in order to accomplish their scope of ensuring
a continuous payment experience for the users, the
funding/defunding mechanisms have to run 24/7
and 365 days a year.

As reported at the end of the investigation phase
as an optional feature the PSP could include the pos-
sibility of performing recurring payments through
the service that it provides. The user could instruct
the payment through the setting of some defined pa-
rameters, for instance, the payment schedule, or in
case of uncertain amounts could fix a maximum cap
after that the recurring payment is not performed.
The ECB, aiming to ensure a homogenous user ex-
perience, has also encouraged the supervised inter-
mediaries to provide funding and defunding sys-
tems as harmonized as possible. It is important
to enlighten that as specified by the ECB, the Dig-
ital Euro payments would be guaranteed, at least
in the first release, all across the Euro Zone and
would be accessible 24/7 and the would be possible
to perform person-to-person (P2P) payments, point
of sales (POS) payments, E-commerce payments and
payments to and from Governments (G2X, X2G). Ac-
cess to the Digital Euro services will be possible
through the integration of the Digital Euro services
in the existing tools provided by the private sector,
such as online banking apps or payment apps. The
integration approach will ensure a harmonized play-
field for the users that could easily access the Dig-
ital Euro-related services within familiar apps, The

ECB will also develop a "Eurosystem App" that will
embed only core features. The European app will
play a crucial point in the financial integration aimed
at the Digital Euro as it will be the Digital Euro-
harmonized entry point for the end-users. This dual
approach is a clear sign of the will of the ECB to
promote a high level of financial inclusion within
the Digital Euro environment while still guarantee-
ing the private sector the freedom necessary to de-
velop innovative services. Another clear signal of
the ECBs will to promote the integration of the ex-
isting technology solutions and financial inclusion
even in the Digital Euro environment is given by
the consideration of the operative way in which the
end-users will perform the payment within stores, e-
commerce, and other users. Currently, the ECB has
preferred the prioritization of the usage of QR codes,
contactless technologies, and Digital Euro accounts
(DEAN) in the enlightened payment areas. This ap-
proach looks to minimize the dependence on partic-
ular device constructors in order to incentivize the
Digital Euro environment’s financial inclusion. Fol-
lowing the G20 endorsement regarding the enhance-
ment that CBDC could bring into cross currencies
payments, the ECB has stated that, after a successful
release of the Digital Euro within the Euro Area, will
start to study and support the technical feasibility of
developing cross-currency functionalities where mu-
tual interest with other jurisdictions are met. Cur-
rently, the most realistic approach relies on the in-
terlinked model[2], in which the CBDC systems are
linked to each other through contractual agreements
and technical links that permit the ease of the shar-
ing of data and communications, the provision of
currencies, and the settlement of transactions. Cross-
currency payments are also discussed in the Digital
Euro proposal with Article 21, where it is established
that the ECB promotes interoperable payments be-
tween the Digital Euro and other currencies.

Detention Limits

One of the decisions taken by the ECB after the con-
clusion of the investigation phase regards the possi-
ble limitation on the holding of Digital Euro. The
Digital Euro amounts held by private citizens in
their accounts would be subjected to limitations. The
boundary of the detainable amount will be probably
defined at the end of the preparatory phase and just
before the issuing of the CBDC. For business users,
merchants, and governments will be set a zero hold-
ing limit, which implies their impossibility of detain-
ing Digital Euro amounts stored in their accounts.
The zero holding limit will be implemented through
a waterfall engine that will transfer any payment re-
ceived with Digital Euro directly to the cash account
of the entity, contextually a reverse waterfall engine
will fund the payments that the entity will make

IConsists of the use of a public key to encrypt a message that can only be read by using a private key, and hash function,
which consists of mathematical functions that map the input data into a fixed-size string of known hashes
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with Digital Euro directly from its ban.

Release Approach

Even if the works on the development of the Digi-
tal Euro are not close to being done, the ECB has
started to consider, during its investigation phase
and in the ongoing preparatory phase the eventual
release approach for its CBDC. In the final update
about the investigation phase is stated that a two-
phase roll-out strategy could be implemented. The
motivations behind this decision are principally re-
lated to the careful handling that the introduction of
a high-innovation level payment system, such as a
CBDC, is introduced in an existing environment. A
multi-phase release could mitigate the potential is-
sues and risks making possible a gradual resolution
of potential crucial problems and also smoothing
the process of user familiarization with the instru-
ment. The hypothesized roll-out approach requires
a first release that will provide peer-to-peer and e-
commerce payments. This choice is driven first by
the feedback and studies reported in the "Study on
Digital Wallet Features" which has enlightened that
users highly value the possibility of performing P2P
payment, and secondly on the possibility of creating
network effects for the diffusion of the Digital Euro
thanks to the possibility given by the P2P payments
and for the higher importance that e-commerce is
gaining in the European economic environment. The
second release instead will ensure the point-on-sale
payments. The release of this feature will inevitably
face a higher degree of complexity respecting the
first phase as it will be required to act in the sub-
stitution of the existing payment device infrastruc-
tures. In fact, the introduction of the Digital Euro
will require adjustments, for instance, in the in-store
payment solutions that merchants make available to
end users in order to accept Digital Euro Payments.

Prototype Exercise

With the aim of evaluating the feasibility of the fea-
tures that emerged during the investigation phase,
the ECB from July 2022 to February 2023 conducted
a prototype exercise that tested the technical possibil-
ity of integrating the Digital Euro design choices into
the existing European payment environment. The
exercise has covered both online and offline transac-
tions and has involved the development of a back-
end structure and front-end prototypes. The devel-
opment of the back-end architecture was in charge
of the ECB which also received the support of the
Central Banks of Belgium, Germany, Spain, France,
Italy, Austria, Portugal, and Finland. Instead on the
front-end architecture side, the ECB has benefited
from the support of five private sector actors that
have shown interest in the analysis, these are Caixa-
Bank, Wordline, EPI, Nexi, and Amazon. Each one
of these private actors has developed a specific front-
end solution for a particular use cases pool defined
by the ECB. The division is reported as follows:

¢ CaixaBank for Person-to-person online pay-
ments;

e Wordline for Person-to-person offline pay-
ments;

¢ EPI for Point-of-sale payments initiated by the
payer;

* Nexi for Point-of-sale payments initiated by
the payee;

* Amazon for E-commerce payments.

The use cases represent the possible usage of the
Digital Euro that the ECB considers the most impor-
tant to ease the spread of the CBDC among users. It
is important to state that during the prototype phase,
no personal data were used within the exercise, and
the architectural decisions taken and proposed were
not mandatory, this implies that the developed solu-
tions for the front-end prototypes will be discharged
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while for the back-end it is possible that some com-
ponents will be used in future. The prototype ar-
chitecture could be dissected into three main compo-
nents:

¢ Core Settlement Engine;
e Wallet Service;

¢ User Facing apps/devices.

The Core Settlement Engine, as stated before,
will be developed directly by the ECB and will over-
see the management and processing of the transac-
tions settlement. The Wallet Service, developed by
the private partners involved in the exercise, will
cover a set of main features that will comprise the
client services (managing user wallets/accounts, re-
ceiving payment instructions from user-facing appli-
cations, converting payment instructions into trans-
action messages which can be sent to the core set-
tlement engine for settlement) and the client com-
munication service that will guarantee routing pay-
ment instructions (and notifications) between differ-
ent wallet/account management services. The user-
facing apps are applications or devices that will be
used by the end-users to interact within the system
and perform transactions.

The ECB developed for this prototype exercise
the back-end settlement solution for online transac-
tions called NXT. The design decision has opted for a
non-DLT architecture for NXT that instead relies on
the Unspent Transaction Unit (UTXO) Data Model.
Architecturally spoken NXT takes advantage of "an
open-source messaging technology, serves both as
the inter-service communication platform and as a
multi-site sharded data store for transactions and
UTXOs"[11] named Kafka and is based on two differ-
ent datasets that store respectively the transactions
and the UTXO data. The NXT engine relies on four
main layers/actors:

e Validator;
¢ Coordinator;
¢ Token Manager;

¢ Notifier.

The Validator has the goal of effectively check-
ing the inputs that the API sent to the Settlement
by controlling the correctness of message syntax and
semantics while also checking the cryptographic sig-
natures and the permits regarding the eligibility of
the money sender. The Coordinator and the Token
Manager are in charge of the UTXO management
through the coordination and validation of the trans-
actions within the system. The Coordinator stores
the transaction information while the Token Man-
ager is in charge of storing the UTXO data. The data
communication between these layers permits the cre-
ation of UTXO based on the Transactions data guar-
anteeing avoidance of transaction duplications and
ensuring their validity checks. The Notifier, accord-
ing to the information received by the Coordinator
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and the Token Manager, prepares the final settle-
ment of the operations and sends it to the API in-
terfaces for the notification of the results to the par-
ties involved in it. The entire back-end system has
proven, as defined in the desired requirement that
emerged from the investigation phase, the capability
of running 24/7.

With the goal of ensuring the consistency of the
prototype exercise and in order to define the desir-
able deliverables, the ECB has provided to the pri-
vate sector participants a set of guidelines that de-
scribed the essential features that had to be devel-
oped to reach a successful result from the exercise.
This "Technical Onboarding Package" has been re-
leased to the public with the scope of preventing
the prototype participants from gathering an advan-
tageous market position with respect to future pri-
vate Digital Euro distributors.

As reported before, the front-end solutions re-
quire the development of at least the core functions
of the Wallet Services. The Client, which comprises
the features related to the custodian wallet manage-
ment and user and transaction validation, uses an
API to directly communicate with the core settle-
ment engine developed for the back-end and pro-
vides payment functionality that could be used by
the users through the developers APL In particular,
the Wallet Services are composed by:

¢ Custodian Wallet Management;
¢ Transaction Message Creation;

e User Authentication and Transaction Autho-
rization;

¢ Connectivity and lookup services among in-
termediaries.

The Custodian Wallet Management model de-
fined in the guidelines implies that the Client will
store the unique user key information that is in-
volved in the authentication and validation of the
transactions. As has already been described, even
the prototype engine, according to the Digital Euro
distribution model, will ensure that the sensitive
data such as the validation keys and the related user
information wont be shared with the back-end en-
gine. The Client will also be in charge of all the com-
putational algorithms that create and send the trans-
action message, codified as required by the back-end
protocol, to the settlement engine. The guidelines
state that in the case of communication between in-
termediaries, the front-end engines should be able
to develop a tool to integrate the sharing of trans-
action information and validation between the par-
ties. Another innovative feature developed within
the front-end prototypes regards the capability of
transaction risk profile assessment that will automat-
ically engage due diligence checks. The risk profile
will be determined to be one or the combination of
the transaction amount and cumulative wallet trans-
action amounts performed within a predefined tem-
poral window.
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The prototype partners developed five proto-
types according to the division of the use case re-
ported above. As reported on the Digital Euro Pro-
totype summary and lessons learned the solutions
have exploited all the payment technologies assessed
in the Digital Euro Scheme (e.g. QR Code, NFT) and
have delivered a wide range of solutions that also in-
cluded mobile payment applications and online in-
terfaces.

Contextually to the prototyping of the online so-
lutions, the ECB has comprised in the prototype ex-
ercise perimeter also the request of developing an of-
fline payment solution, and as stated before the part-
ner that was in force to define it was Worldline. The
architectural principles defined in the onboarding
package guidelines require the development of an
end-to-end solution that has to be capable of testing
a multitude of consequently executed offline trans-
actions where the validation of these ones had to
be in charge of a peer-to-peer validation mechanism.
The requirement for this last use case was also that
the funding and defunding features had to be tested.
The delivered solution is based on "a secure JavaC-
ard applet running in smartphones Secure Elements,
and a mobile phone application running as the end-
user interface leveraging the secure applet and us-
ing near-field communication antennas for data ex-
change between offline devices"[12] which guaran-
tees all the features described by the ECB including
the capability of funding and defunding from the of-
fline application to the online solutions.

Overall, the prototype has shown that an inte-
grated Digital Euro within the actual payment Euro-
pean system is much more than possible covering a
wide plethora of services but leaving open the partic-
ipants to bring innovative solutions to the playfield.
In particular, the backend architecture design by the
ECB has returned some important hints showing
that UTXOs model could be a reliable solution for
the settlement environment thanks to its capability
to guarantee at the same time a high level of privacy
security, linear transactions scalability related to the
computational power and the capability of support-
ing efficiently an issuance and redemption model.
Furthermore, the UTXOs embed witness type has
shown the possibility of guaranteeing the imple-
mentation of more than the transaction types used
within the exercise (payment, funding/defunding,
and reservation/unreservation of funds). On the
other hand, the NXT system has exposed oneself to
some potential issues related to high latency in situ-
ations with a very large number of transactions. The
whole frontend solutions have been able to directly
integrate their functionalities with the backend en-
gine, showing that the private sector could support
the smooth integration of the Digital Euro in the ac-
tual European payment system. It is important to
report that all the solutions have been specifically
developed for the exercise, so it was not investigated
the feasibility of directly integrating the backend en-

gine within the actual market-offered solutions of
the partners. An important insight is given by the
exercise that some features like cross-intermediaries
communications, alias lookup and identify verifica-
tion services will benefit most if developed centrally
and then shared with all the market participants. An-
other important result regards the offline solution
that has shown that even if based on different tech-
nologies the architecture of the offline and the online
engines could be integrated as well. Obviously one
of the main challenges that remains on this front re-
gards the technical limitations for NFT given by the
constraints that the fragmentation on the solutions
adopted by the smartphone constructors.

Future Architectural Decisions

On the 18th of October 2023 the ECB, after 2 years,
declared concluded the investigation phase on the
Digital Euro, and from the 1st of November 2023 be-
gan the two-year preparatory phase which will sur-
vey the market to define the possible providers and
partners that will be involved in the architectural de-
velopment. In this final phase are also going to be
tested the features and the business processes that
should be ensured by the new Digital Euro Environ-
ment. Despite that, some open points still have to
be assessed to have a clear view of the future Digi-
tal Euro environment. First, the European Commis-
sion, on the 28th of June 2023, presented a regulatory
proposal that aims to ensure the legal tender for the
Digital Euro. It is clear that having a legal tender
CBDC would ensure the possibility of its wide ac-
ceptance within the Union. The acceptance of the
proposal will play a crucial role in the development
of the Digital Euro project ensuring its distribution
as stated by Fabio Panetta "The proposal is key to en-
suring that the Digital Euro brings value to the peo-
ple, taking the appreciated features of cash into the
digital sphere"[20]. Other than that, while the end
of the investigation phase has clarified some open
points defining that in order to ensure the financial
stability of the Eurosystem and to avoid bank disin-
termediation effects, as reported before, there will be
a limit to Digital Euro holdings detained by private
users, that will be disclosed in the phase just before
the issuing of the Digital Euro, and a zero holdings
limit to the business users. Furthermore, to avoid
the risk of a Digital Euro used as an investment in-
strument and to make it as much more comparable
to cash as possible the ECB has defined that a remu-
neration system for the Digital Euro holdings wont
be implemented. However, the ECB has not already
raised the curtain on the technology underlying the
back-end settlement system that will be developed.
The possibilities that are taken into consideration re-
gard the implementation of DLT, the reliance on tra-
ditional technologies, or a combination of both. The
sure thing is that the ECB will carefully take into con-
sideration the security level of the technology and
the feasibility of integrating it with the existing end-
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user’s services.

Foreign Solutions

This paragraph wants to briefly introduce the actual
solutions thought by the USA and China for the is-
suing of their CBDC. It is important to state that the
Chinese e-CNY is already at an advanced stage with
several tests already concluded while the FED is still
evaluating the potential benefits of issuing a digital
dollar.

The Peoples Bank of China Architecture for E-CNY

The CBDC Chinese project started much before the
ECB program with the 2014 foundations of the Chi-
nese Digital Currency Institute. In fact, the Peo-
ple’s Bank of China starting in 2020 has launched
several pilot programs that are been conducted in
a lot of cities such as Shenzhen, Suzhou, Chengdu,
Xiongan, Shanghai, Hainan, Changsha, Xian, Qing-
dao, and Dalian and where the features designed
of the Digital Renminbi are being tested. In the e-
CNY architectural model, as the one studied for the
Digital Euro, the PBoC supervises all the settlement
and clearing activities regarding the transactions per-
formed with Digital Renminbi, the e-CNY will be le-
gal tender money, implying that the private entities
inside China must accept it as a form of payment,
and the Digital Renminbi also wont bear any kind
of interest. The settlement engine relies on a per-
missioned DLT structure where the PBoC is the only
transaction validator within the system, that guaran-
tees control over the transaction operations such as
money exchange, transaction deletes, or reverts. On
the other hand, the distribution of the e-CNY fol-
lows a "two-tier" model where the PBoC is in charge
of the issuance of e-CNY to the selected intermedi-
aries (commercial banks, Alipay, Tencent) that must
hold the total amount of e-CNY reserves at the PBoC,
these are responsible for the digital wallet issuance
of to the end-users and of the management of digital
wallets. The Digital Renminbi Environment defines
also different types of wallets with different daily
limits in terms of transaction values and total bal-
ance, these limits depend on the amount of personal
information users share with the intermediaries, for
instance, is it possible to open an anonymous wallet
with the highest level of constraints to transactions
and account balance. The wallets do not require to
be anchored to a bank account and the online trans-
actions could occur between two wallets with the
PBoC that operates as a transaction validator. The
peer-to-peer offline transactions are permitted but
are still not disclosed the technical features that will
be underlying the process of data transmission to the
Central Authority.
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Possible Architecture Design for The Digital Dol-
lar

Despite China and the Eurozone, the USA has not ac-
tivated a pilot program or an intensive and advanced
investigation phase that defines the technical struc-
ture of a CBDC. In the United States environment,
the public debate around the possibility of issuing
a Digital Dollar is still leading to uncertainty with
contrasting views among the FED members and the
Withe House Staff. However, following the foot-
prints in the speeches and in the official documents
is possible to decline some key features that, in case
it will ever exist, the Digital Dollar could have. Con-
sidering that for the FED Act, the Central Bank did
not the permission to create accounts for individu-
als, the Digital Dollar must rely on the support of
the Private Sector which has to manage the issuance
and maintenance of the digital wallets and of the
development of the payment services. The ongoing
considerations do not state if only commercial banks
would be allowed to offer Digital Dollar services or if
it will be extended to other financial intermediaries,
but the FED has recommended the importance of the
integration of the CBDC services into the existing fi-
nancial services. The Digital Dollar, as for Digital
Euro and e-CNY, will be a legal tender currency is-
sued at par with the dollar and will be considered
as a FED liability. Another important characteristic
that would be addressed in future analysis regards
Digital transferability which is stated that in the case
of an American CBDC, will ensure the transferabil-
ity between different intermediaries within a harmo-
nized system. Concluding in the "Money and Pay-
ments: The U.S. Dollar in the Age of Digital Trans-
formation" the FED has remarked on the importance
of a CBDC to be fully embedded into the existing
AML and CFT American rules.

Legal Framework

In the previous sections, some architectural designs
were discussed, such as the BCE Digital Euro one
and the other foreign solutions. However, the tech-
nical details are not enough to spread the diffusion
of CBDCs. Indeed, it is also important to define the
legislative framework, which establishes the whole
ruling system behind these digital currencies. Along-
side the previously discussed European proposal for
a regulation on the Digital Euro, the next paragraphs
will address more general legal challenges, which
are currently been discussed internationally.

Challenging Aspects of International Monetary
Law

First, is necessary to analyze the challenging aspects
of the Digital Euro legislation with respect to the
rules of international monetary law. We will first
discuss the legal characteristics of the currency, and
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then compare them to the Digital Euro and the leg-
islative proposals of the European Parliament and
the Council. As reported in the International Mone-
tary Fund’s Working Paper on the Legal Aspects of
Central Bank Currency, the basic principle of mon-
etary law provides that it is for a sovereign State
to determine and establish its own currency system.
The issuance and circulation of currency is a core
element of sovereign power. Therefore, many Con-
stitutions contain general provisions on this power,
which is subsequently detailed in primary legisla-
tion, such as central bank laws. Building upon those
international and constitutional law principles, mon-
etary law basically seeks to regulate two issues:

* What is the official monetary unit of the coun-
try/monetary union and how is its value de-
termined or defined?

* What are the official means of payment of the
country/monetary union?

All States/monetary unions define in legislation
both the official monetary unit and official means of
payment valid on their territory. Monetary law also
establishes which means of payment are officially
sanctioned as such by the State/monetary union. Al-
most all States/monetary unions legally and offi-
cially sanction one or more types of means of pay-
ment. The main types of official means of payment
are banknotes and coins. The State has sanctioned
the use of currency essentially through five impor-
tant legal mechanisms: (i) the monopoly of issuance

by the State or its agent, (ii) cours force, (iii) legal
tender status, (iv) privileges under private law, and
(v) protection under criminal law. Nowadays, in al-
most all countries, the official means of payment are
issued by the State, and in particular its agentthe
central bank. For the few jurisdictions where that is
not the case, the issuance of "currency” must at least
be sanctioned by the State. The second mechanism
through which States sanction a means of payment
is through cours force. The contemporary meaning
of this concept is that the value of a banknote is the
amount of official monetary unit printed upon it by
the issuer. Banknotes are to be accepted in payment
for that value, without convertibility into gold coins.
It is this feature that leads economists to call ban-
knotes "fiat money". The third legal mechanism con-
sists of granting by law the power to a currency to
extinguish monetary obligations validly and defini-
tively: this power is called "legal tender status". By
tendering a means of payment with legal tender sta-
tus to the creditor, the debtor of a monetary obli-
gation validly discharges his/her obligation. It is
prevailing practice that a State/monetary union des-
ignates by legislation the means of payment it has
issuedits banknotes and coinsas legal tender. Legal
tender status is merely one of the means of sanction-
ing, but not an essential feature, of official means of
payment. Hence, the link between the official sta-
tus of a means of payment and legal tender status
is not absolute. In respect of the possible legal ten-
der status of CBDC, the following question arises:
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is the sovereigns power to attribute by legislation
legal tender status to a means of payment unlim-
ited? The answer is open to discussion, but it is
fair to say that the State can only meaningfully at-
tribute legal tender status to a means of payment
when that instrument is easily receivable by most
of the population. Attributing legal tender status
to a means of payment that cannot be received by
most of the population might be legally possible but
raises fundamental questions, including from a fair-
ness perspective. This is recognized by countries
that have attributed legal tender status to means of
payment that are not currency: the designated group
of creditors that are obligated to accept payment
in the said means of payment must also take steps
to ensure that payment can effectively be received.
The fourth legal mechanism through which States
have officially sanctioned payment instruments is by
granting them privileges under private law with a
view favoring the circulation of "currency" relative
to other possible means of payment. However, the
currency is not the only means of payment that ben-
efits from private law privileges: the check and bill
of exchange, the original payment instruments, also
enjoy certain privileges as "negotiable instruments".
The State has protected officially sanctioned means
of payment by imposing criminal law sanctions on
those who counterfeit, damage, or destroy those in-
struments. So far, national as well as public inter-
national law focuses on the suppression of counter-
feit or altered banknotes and coins. With respect to
CBDC, the fundamental questions that arise under
monetary law are:

¢ Is CBDC a new official monetary unit and/or
a new official means of payment?

¢ In function of the response, what are CBDCs
essential monetary law attributes?

As discussed above, all states/monetary unions
define in their legislation both the official monetary
unit and the official means of payment valid on their
territory. In this regard, the European Parliament
and the Council have drawn up a proposal for a
regulation on the establishment of the Digital Euro
based on Article 133 TFEU. In accordance with the
treaties, the European Central Bank has the exclusive
right to authorize the issuance of the Digital Euro,
and the European Central Bank and the national cen-
tral banks may issue the Digital Euro. Within the
framework of this Regulation, the Digital Euro does
not generate interest. Therefore, the issuance and cir-
culation of currency is a core element of sovereign
power, and each Constitution contains general provi-
sions on this power, which is subsequently detailed
in primary legislation, such as central bank laws. In
principle, the introduction of CBDC would change
nothing regarding a State/monetary unions estab-
lishment of its official monetary unit. CBDC raises
important questions under central bank and mone-
tary law. The legal treatment under those bodies of
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law will considerably depend on the design features
of CBDC.

Legal Tender Digital Euro

Following what has been raised in the previous sec-
tion, in June 2023 the European Commission pro-
posed a regulation on the legal tender of euro ban-
knotes and coins, where the Digital Euros legal ten-
der is discussed. The focal point of this will be the at-
tribution of legal tender status. In an Expanding Dig-
ital age, the growth of electronic payments has led to
a general decline in cash payments and the reduction
of automated teller machine (ATM) networks in sev-
eral Member States means there are risks in access-
ing cash. Thus, the issue of the scope and meaning
of the legal tender status of cash has become more
prominent in the EU policy agenda, as outlined in
the Commissions Retail Payments Strategy and in
view of the recent ruling of the Court of Justice of the
European Union on the matter. This ruling is signif-
icant because it sets out in the Courts jurisprudence
the key aspects of the concept of legal tender, which
until now have only been found in the Commission
Recommendation of 22 March 2010 on the scope and
effects of the legal tender of euro banknotes and
coins. Although EU law directly attributes the sta-
tus of legal tender to euro banknotes and coins, nei-
ther primary nor secondary EU law defines the con-
cept of legal tender. In its judgment in the legal ten-
der cases, the Court of Justice held that the concept
of legal tender of euro banknotes enshrined in Arti-
cle 128(1) TFEU is a concept of Union law that must
be given an autonomous and uniform interpretation
throughout the European Union. The concept of le-
gal tender as interpreted by the Court of Justice for
euro banknotes implies: (i) mandatory acceptance,
(ii) at full face value, and (iii) with the effect of dis-
charging payment obligations, as set out by Point 1
of the 2010 Commission Recommendation. The Eu-
ropean proposal is consistent with this Recommen-
dation which outlined a common definition of the
concept of legal tender. Furthermore, in order to
ensure coherence between the two forms of central
bank money (Digital Euro and euro cash), the Digi-
tal Euro will also be regulated in a consistent man-
ner with the legal tender of cash, without prejudice
to the differences between these forms of the euro.
That is why the Commission is making a legislative
proposal to ensure the acceptance and availability of
cash. The proposal sets out, for the first time in sec-
ondary legislation, a definition and regulation of le-
gal tender for cash. There are two main aspects to
the legal tender of cash: the acceptance of, and the
access to cash. In the absence of EU-level action, the
extent to which cash is accepted by enterprises and
the ability of citizens and enterprises to get sufficient
access to cash will remain suboptimal and variable
across the euro area, due to the lack of a common
application and interpretation of the concept of legal
tender. Article 4 of the proposal defines the legal ten-
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der of cash as entailing mandatory acceptance, at full
face value, with the power to discharge from a pay-
ment obligation. A payee shall not refuse euro cash
tendered in payment unless the parties have agreed
on a different means of payment or an exception ap-
plies. Article 5 sets out the conditions under which
a refusal to accept euro cash would be legally possi-
ble; such a refusal must be made in good faith, be
based on legitimate grounds, and be in line with the
principle of proportionality in view of the concrete
circumstances in which a payment is to be made.
The burden of proof that these conditions are met
for such good faith circumstantial exceptions is on
the payee. Article 5 sets out two legitimate grounds
on which euro cash may be refused on that basis in
a non-exhaustive list, namely the tendering of ban-
knotes the value of which is manifestly dispropor-
tionate to the value of the amount to be settled, and
in exceptional cases where, at the relevant time, the
enterprise has no change available or if the enter-
prise would not have enough change available as a
result of that payment to carry out its normal trans-
actions. In order to ensure the acceptance of cash
in accordance with Article 4, Member States shall
monitor the acceptance of payments in cash and the
level of ex-ante unilateral exclusions of payments in
cash throughout their territory, in all their different
regions, including urban and non-urban areas, on
the basis of the common indicators adopted by the
Commission and shall assess the situation. Member
States shall lay down the rules on penalties applica-
ble to infringements of the Regulation and shall take
all measures necessary to ensure that they are im-
plemented. The penalties provided shall be effective,
proportionate, and dissuasive. Member States shall,
within one year after the entry into force of this Reg-
ulation, notify the Commission of those rules and
of those measures and shall notify it, without delay,
of any subsequent amendment affecting them. Re-
garding access to cash, Article 8 defines that Member
States shall ensure sufficient and effective access to
cash throughout their territory, in all their different
regions, including urban and non-urban areas. In
order to guarantee sufficient and effective access to
cash, if a Member is not ensured, it shall set out the
remedial measures it commits to take in accordance
with Article 9. As regards the interaction between
euro banknotes and coins and the Digital Euro, ac-
cording to Article 15 of the proposal for a regulation
on the legal tender of the euro, euro banknotes, and
coins and the Digital Euro are convertible into each
other at par. This proposal complements the pro-
posal for a Regulation establishing the Digital Euro,
as the Digital Euro should complement cash, not re-
place it.

o
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Commercial Banks in the
Digital Euro Landscape

E

uropean Central Bank has stated that Commercial Banks will play a crucial role in the distribution of the Digital
Euro. An hybrid distribution scheme is most likely to be adopted for the European CBDC which entitles Commer-
cial Banks of Digital Euro’s conversion, Know Your Customers procedures and retail payments handling. Yet the

opportunity for consumers to instantaneously convert euros into CBDC exposes banks to a potential outflow of deposits
whose magnitude is directly linked to the grade of adoption of the Digital Euro. The loss of deposits impacts banks’
balance sheets and poses new challenges in terms of liquidity and risk management. Furthermore Commercial Banks are
required to cooperate with the public sector and other Payment Services Providers in order to allow a smooth integration
of the Digital Euro within the payment ecosystem through an efficient infrastructure. This includes the development of
user-friendly Digital Euro wallets and their incorporation into existing online-banking interfaces.

The Role of Commercial Banks
in the Hybrid Distribution
Model for Digital Euro

Key point related to the introduction of the
A digital euro will be the impact it will have
on the financial system, especially concern-
ing commercial banks whose role is yet to be fully
defined. In the communications from the European
Central Bank (ECB), there is a desire to reassure the
banking system by defining the digital euro as a new
opportunity rather than a threat. The ultimate goal
of the European Central Bank’s CBDC (Central Bank
Digital Currency) project is to create a secure pay-
ment tool, calibrated to ensure the balance of the
financial system while accommodating the wave of
innovation in the payment sector. The birth of the
digital euro is partly linked to the significant evo-
lution happening in the world of payment systems
driven by big tech companies. This initiative aims to
serve as a defense against the possibility that private
companies increase their influence in the market to
the point of achieving a monopoly in the digital pay-
ment sector.

In this regard, the protection offered by the fact
that the CBDC euro falls under the regulatory frame-
work of the European Union ensures particular at-
tention to the impact that its introduction could have
on the major stakeholders.

Specifically, it is reiterated that the distribution
of Digital Euros will be entrusted to banks and pay-
ment systems (PSPs), allowing them to maintain ex-
isting customer relationships. In fact, the model
identified by the European authorities responsible
for the development of the digital currency suggests
that commercial banks will be the primary actors in
its distribution, converting it from deposits.

As it appears from publications by the commer-
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cial banks themselves and sector associations (such
as the European Savings and Retail Banking Group),
this solution has raised concerns regarding poten-
tial risks to the current structure of banking activ-
ity. Specifically, there is a liquidity risk that could re-
sult in a possible outflow of deposits. This not only
reduces the availability of banking institutions but
also has an impact on the overall economy. Com-
mercial banks would see a negative effect on their
profitability, as they would be forced to reduce their
volume of activity, losing the interest margin they
would have earned on those deposits. Alternatively,
they might need to explore alternative, more expen-
sive, and volatile sources of funding. This could
lead to a reduction in access to mortgage financ-
ing, consumer loans, and financing for small and
medium-sized businesses, both due to a reduction
in resources available for lending and an increase in
financing costs.

The impact on the balance sheet of the outflow
of deposits is expected to affect liquidity manage-
ment, with a particular focus on the two main in-
dices involved, namely the Liquidity Coverage Ratio
(LCR) and the Net Stable Funding Ratio, which will
decrease as the quantity of digital euros that can be
held per customer increases. Simultaneously, there
is the specter of potential bank runs linked to the
ability to convert bank deposits (commercial money)
into central bank money (ECB money) in a matter
of seconds, potentially destabilizing the whole bank-
ing system. This aspect will be further explored in
section 3.2.

Although the CBDC is seen as posing some chal-
lenges for financial intermediation, there are multi-
ple opportunities to be gained from its introduction
and widespread adoption. In particular, two main
areas have been highlighted where the Digital Euro
would provide immediate benefits: monetary and
currency policy, as the introduction of the CBDC pre-
serves the anchoring function of the central bank’s
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FIGURE 8: The pyramid shows the link between users’ needs and CBDC design choices. Source: Elaboration from [1]

currency, thus ensuring a more solid foundation for
commercial bank money. Additionally, the introduc-
tion of a digital euro could promote progress in the
payment sector and increase Europe’s sovereignty.
Currently, there is no single cross-border solution for
e-commerce or card payments in the euro area based
on a European infrastructure.

Distribution Models

In determining the position of commercial banks
following the introduction of the Digital Euro, the
characteristics of the distribution model that will be
adopted are crucial. The choice of these features is
guided not only by the needs of the banking system
but also by those of consumers. Figure8 represents
how each requirement for the end user of the CBDC
is associated with a specific choice in its design.
Starting from the base, the pyramid identifies the
most important needs for users, ranging from the
desire to have a currency with functionalities simi-
lar to cash, to the ability to use it for international
payments, while also addressing issues of accessibil-
ity, privacy, and security. The needs for cash-like
functionality and ease of use drive the authorities
responsible for designing the CBDC to select a dis-
tribution architecture. The lower layer of the pyra-
mid defines the operational roles of both the cen-
tral bank and commercial banks. Currently, there
are three possible architectural hypotheses, each of
which is analyzed with a focus on the interaction be-
tween consumers, the central bank, and commercial
banks. Each of the solutions under consideration is
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compatible with the structure of both a CBDC token-
based system and a CBDC account-based system (for
more details, please refer to the chapter on design
choices).

In the "Indirect CBDC" model (Figure 9, top
panel), the consumer holds a claim against an inter-
mediary, and the central bank only tracks wholesale
accounts. This configuration is similar to the way
physical currency is distributed through the bank-
ing system, which retains its current role. Commer-
cial banks remain responsible for all aspects of Know
Your Customer (KYC) for the digital euro, meaning
they handle the procedures to collect certain data
and information about the users. They also man-
age retail transactions, in conjunction with various
private payment systems (PSPs). In addition to offer-
ing the convenience of existing intermediary-based
systems, the indirect model relieves the central bank
of some responsibilities. However, the ECB does
not record individual claims (intermediaries do that),
only wholesale positions, so there is no record of the
claims themselves. Consequently, it would be impos-
sible for the central bank to honor requests directly
from consumers without going through the interme-
diary’s information. If the commercial bank where
the digital euro deposit is held experiences financial
stress, determining the rightful owner of the deposit
could involve a potentially lengthy and costly legal
process with an uncertain outcome. The extreme
similarity of this architectural hypothesis to the cur-
rent system of currency circulation reintroduces reg-
ulatory and oversight challenges, as well as the need
for deposit insurance. On the opposite end of the
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spectrum is the "Direct CBDC" model (Figure 9, mid-
dle panel), where digital currency represents a di-
rect claim against the central bank, which maintains
a record of all balances and updates it with every
transaction. In this setup, the scope for commer-
cial banks is reduced to KYC functions performed
on behalf of the central bank. If these functions are
fully internalized, it leads to complete disinterme-
diation. Direct CBDC is an attractive solution due
to its simplicity, eliminating reliance on intermedi-
aries. However, this type of model comes with trade-
offs in terms of reliability, speed, and efficiency of
the payment system. It should also be noted that
building and managing the technical infrastructure
required to handle the entire volume of wholesale
and retail transactions in CBDC is more compatible
with the capabilities of the private sector, as seen in
the case of existing credit card networks. Even if in-
frastructure challenges are overcome, the resulting
CBDC might be less attractive to consumers com-
pared to existing retail payment systems. Electronic
payments must contend with connectivity interrup-
tions or offline payments, which carry risks for in-
termediaries. It's important to note that it’s the cus-
tomer relationship, based on Know Your Customer
(KYC), that allows intermediaries to accept these
risks. Unless a central bank takes responsibility for
KYC and due diligence toward the customer, which
would require a massive expansion of operations be-
yond their existing mandates, providing this service
would be challenging. In the middle ground lies the
"Hybrid CBDC" model (Figure 9, bottom panel), an
intermediate solution that incorporates features of
both previously considered systems. It involves a
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direct claim to the central bank while still allowing
intermediaries to manage payments. On one hand,
similar to the "Indirect CBDC" model, KYC functions
and the management of retail payments remain with
commercial banks. On the other hand, as in the "Di-
rect CBDC" model, the central bank is expected to
periodically record user deposits. This results in one
of the key elements of the hybrid CBDC architecture,
namely legal coverage for deposits that keeps them
separate from the commercial bank’s balance sheets,
allowing for portability. If a bank fails, CBDC hold-
ings are not considered part of its available assets
for creditors. The legal framework should also allow
for widespread portability, giving the central bank
the power to transfer retail customer relationships
from a troubled institution to a fully operational one.
The second key element is the technical ability to en-
able deposit portability. Since the requirement is to
maintain payments when an intermediary is under
technical stress, the central bank must have the tech-
nical capacity to restore retail balances. Therefore, it
retains a copy of all user CBDC positions, enabling
them to be transferred in case of technical failure.
Hybrid CBDCs would have advantages and disad-
vantages compared to indirect or direct CBDC archi-
tectures. As an intermediate solution, they could of-
fer greater resilience than indirect CBDCs but at the
cost of a more complex infrastructure to manage for
the central bank. On the other hand, hybrid CBDCs
are still easier to manage than a direct CBDC. Since
the central bank does not interact directly with users,
it can focus on a limited set of core processes, while
intermediaries handle other services, including the
immediate confirmation of payments.
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Commercial Banks and Hybrid Model

With regard to central banks that have issued retail
CBDCs to date, all have adopted the hybrid model.
Given this evidence, this configuration will be ex-
plored further as the most likely option for the dis-
tribution system to be adopted for the Digital Euro.
In the context of this distribution model for CB-
DCs, the technical role of commercial entities be-
comes a blend of seamless user interaction facilita-
tion, intelligent transaction processing, and the cre-
ation of customer interface platforms. Ensuring that
the CBDC is not only a secure and stable currency
but also user-friendly and accessible requires meticu-
lous development and maintenance of an infrastruc-
ture that aligns with the global objectives and regu-
lations set by the central bank. Part of the committee
involves the design and development of an interface
that serves as the main point of interaction between
users and the CBDC. These platforms must be de-
signed with intuitive interfaces, ensuring they are
navigable and accessible to a broad spectrum of the
population, including those with limited digital liter-
acy. Furthermore, safeguarding user data and trans-
actions from potential threats becomes paramount,
necessitating the integration of advanced cyberse-
curity protocols and continuous monitoring mecha-
nisms. The management and processing of transac-
tions, another vital component of the role, entail not
only ensuring the technical capacity to handle large
volumes of transactions securely and efficiently but
also maintaining a ledger that is consistent with the
central CBDC blockchain and compliant with data
protection regulations. This requires the creation
of systems capable of synchronizing with the cen-
tral ledger while simultaneously safeguarding user
data and privacy, possibly employing cryptographic
techniques to securely process and record transac-
tions. Furthermore, commercial entities must also
take responsibility for ensuring that their technical
infrastructure complies with the regulatory and op-
erational standards established by the central bank.
This includes adherence to technical standards, en-
suring the validity and integrity of transactions, and
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complying with data management and privacy reg-
ulations, all of which collectively contribute to a uni-
form, secure, and reliable CBDC ecosystem. Addi-
tionally, proactive engagement in research and devel-
opment initiatives that explore and integrate techno-
logical advancements, enhance transaction efficiency,
and strengthen security protocols is crucial in main-
taining the relevance and technological effectiveness
of the CBDC. As introduced in the preceding para-
graph, the hybrid model for the digital euro involves
collaboration and integration between public and
private sector entities. In such a system, the ECB
retains control over the issuance and regulation of
the digital currency, ensuring monetary stability and
currency security. The impact of commercial banks
and PSPs is present in the distribution and man-
agement of daily operations, such as creating dig-
ital wallets, processing transactions, and providing
customer services. The hybrid approach aims to
leverage the experiential knowledge and innovative
potential of the private sector while ensuring that
the ECB maintains strict control over the issuance of
money to effectively conduct monetary policy inter-
ventions to safeguard financial system stability. The
model envisions that users hold digital euros in elec-
tronic wallets, which can be used for making pay-
ments or receiving funds. Transactions, even though
they occur in a digital format, would have legal legit-
imacy and security comparable to traditional physi-
cal cash.

In an increasingly digital world, the issue of pro-
tecting personal and financial data plays a crucial
role. In the public consultation on the introduction
of the Euro Digital, conducted by the European Cen-
tral Bank (ECB), privacy emerged as one of the main
concerns regarding the introduction of the CBDC,
Euro. The choice of the hybrid model provides im-
portant assurances in this area. If customer identifi-
cation (Know Your Customer or KYC) remains with
commercial banks rather than the central bank, there
is no change in the current data privacy model, pro-
vided an independent clearinghouse is used for in-
terbank settlement in CBDC. However, if this is not
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the case, the design of the Digital Euro could shift
toward what has been implemented for the e-CNY
CBDC in China, where the People’s Bank of China
(PBOC) has adopted a two-tier hybrid model. In
this model, the PBOC is "responsible for issuance
and provision, institution connectivity, and ecosys-
tem portfolio management." Wholesale CBDC trans-
fers are controlled by the central bank, leading to
a loss of data privacy in favor of increased control
over transactions and greater intervention effective-
ness to prevent the "abuse of e-CNY in illegal and
criminal activities, such as phone scams, online gam-
bling, money laundering, and tax evasion." The com-
promise between control and privacy is a point every
banking model architecture must grapple with, and
the same holds for the hybrid CBDC. Fabio Panetta
also addressed this issue in March 2022, stating the
need to "balance the right to privacy with the public
interest in combating illegal activities." EU regula-
tions such as the GDPR, coupled with the results of
the ECB’s consultation, suggest that great attention
will be paid to privacy management.

From a resilience perspective, the hybrid archi-
tecture is particularly advantageous due to its fun-
damental feature inherited from the direct CBDC
model, where the CBDC represents a direct legal
claim with the central bank. This is a fundamen-
tal turning point for financial system stability. Cur-
rently, if a commercial bank fails, the money de-
posited with it requires a form of deposit insurance
to safeguard its value. In contrast, with the intro-
duction of the hybrid CBDC model, the responsibil-
ity for the account lies with the European Central
Bank, not the commercial bank where the account
is held. Therefore, in the event of the latter’s fail-
ure, the customer’s Digital Euros remain unaffected
and are transferred to another healthy intermediary
(commercial bank or PSP), known as the portability
of digital euro. With the implementation of this fea-
ture, users have the freedom to switch to another
intermediary without the support of the previous
one. As a result, users maintain uninterrupted ac-
cess to their digital euro holdings and associated ser-
vices, ensuring a smooth transition. Furthermore, an
emergency portability procedure would allow access
to digital euro holdings even in scenarios where the
user’s intermediary is unreachable for an extended
period, and regular portability is not possible. Given
all of this, the hybrid model offers potential solu-
tions to concerns about CBDC data privacy while
providing the financial stability benefits of a CBDC.
It’s clear why this is the preferred option for central
banks. However, even if a hybrid model is the one
launched in the initial CBDC issuance phase, there is
no reason it cannot change in the future. One thing
we can all be sure of is that this first wave of CBDCs
is just the beginning, and it’s the prelude to future
innovations.

KYC and Retail Payments

The core functions attributed to commercial banks
in the hybrid distribution model for digital currency
are KYC onboarding and user-to-user payment man-
agement.

Regarding the first function, implementing Cen-
tral Bank Digital Currencies (CBDCs) requires a del-
icate balance between technological advancements
and regulatory compliance. KYC processes, essen-
tial for safeguarding financial transactions against
potential illicit activities, play a more central role in
the domain of digital currencies. This situation cre-
ates a dichotomy in which technological ease and ad-
herence to regulations must coexist. Traditional KYC
procedures, established within conventional bank-
ing and financial platforms, involve processes aimed
at verifying customer identities, ensuring their finan-
cial activities align with legal and ethical parame-
ters. The main pillars of KYC regulations are cus-
tomer identity verification, transaction monitoring,
and risk assessment. Adapting this framework to the
CBDC context requires a fusion of traditional pro-
cesses and digital technology. This adaptation is es-
sential for aligning digital currencies with regulatory
frameworks and safeguarding them from becoming
vehicles for improper financial practices. The poten-
tial of the Digital Euro, as well as all other CBDCs,
to facilitate fast and potentially anonymous transac-
tions also exposes them to the risk of misuse, such
as money laundering or funding illegal activities. In
response to this risk, the evolution of KYC proce-
dures requires advanced identity verification mecha-
nisms, including biometric and multi-factor authen-
tication, beyond traditional methods. This, com-
bined with transaction traceability, can serve as a de-
terrent to financial criminals. However, overly strin-
gent user recognition checks jeopardize the cash-like
privacy features that are a major attraction for con-
sumers. In this regard, exploring decentralized iden-
tity verification systems can bring benefits in terms
of security and privacy by ensuring that identity
data is not centralized, thereby reducing vulnera-
bilities. Regarding transaction traceability, the role
of commercial banks involves the implementation
and development of real-time monitoring and alert
systems that detect and instantly report suspicious
transactions, enabling authorities to take swift ac-
tion against suspected illicit activities. Advanced
data analysis, including Artificial Intelligence (AI)
and Machine Learning (ML) algorithms, can be em-
ployed to identify patterns, trends, and anomalies
in transaction data, helping detect potential money
laundering or terrorist financing activities. The effec-
tiveness of the Know Your Customer protocol can-
not be separated from international harmonization.
This is crucial to prevent countries with lighter reg-
ulations in this regard from becoming opportunities
for facilitating illicit activities. This involves a di-
alogue to define global KYC standards and to facili-
tate unified prevention actions and mechanisms. For
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example, the development of platforms for interna-
tional sharing of information about illicit financial
activities ensures that data related to threats, strate-
gies, and technologies is disseminated to strengthen
global defenses. While one of the attractions of dig-
ital currencies is the potential anonymity they offer,
KYC regulations require a level of transparency. It
is essential to strike a balance that allows users to
enjoy privacy while maintaining control over trans-
action security. Additionally, the trade-off between
privacy and security should consider the added ele-
ment of accessibility. The effectiveness of KYC pro-
tocols by commercial banks should not be a bar-
rier for users in accessing CBDCs. The widespread
adoption of the Digital Euro is a fundamental goal
declared by the European Central Bank, and the
success of this operation depends on its ability to
achieve a high degree of inclusivity. Therefore, espe-
cially concerning intermediary identity verification
procedures, onboarding should not translate into bu-
reaucratic or technological obstacles, even for the un-
banked population.

Lessons from Bahamian Sand Case

To complete the analysis, an example of the CBDC
program in the Bahamas is presented to evaluate its
design choices and their consequences in terms of
adoption, impact on the economy, and the involved
stakeholders. The Bahamian Sand Dollar [34] is cho-
sen as it represents one of the first fully operational
CBDCs, making it possible to draw useful and ap-
plicable insights even in the context of the Digital
Euro. The initiative in the Caribbean country is part
of a payment system modernization aimed at ad-
vancing the nation’s financial infrastructure. Key to
this program is the desire to increase financial in-
clusion in a region where geographical barriers pre-
vent a portion of the population from accessing pay-
ment services. The Central Bank of the Bahamas
has placed great emphasis on the potential of this
initiative in disbursing subsidies to underbanked or
unbanked individuals, which could serve as inspi-
ration for the ECB. Architecturally, the Sand Dol-
lar is issued by the Central Bank of the Bahamas
(CBOB) and utilizes blockchain technology. Individ-
uals and businesses can access and use the Sand
Dollar through a digital wallet available via a mo-
bile application. Payment transactions are processed
through a platform created by NZIA Ltd., a technical
service provider contracted by CBOB to manage the
technical aspects of the CBDC project. Since prepaid
cards or digital wallets contain CB money and are
based on DLT, transactions can be processed directly
between CBOB electronic wallets. The CBDC in the
Bahamas also has an international dimension, as it
integrates with the global financial system. Specif-
ically, a collaboration with Mastercard has led to
the launch of a prepaid card closely connected to
the Sand Dollar digital wallet, facilitating users in
making transactions across the Mastercard network.
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Consumers can choose between a Tier 1 eWallet with
a 500 $ limit and a monthly transaction limit of
1,500% and a Tier 2 eWallet with an 8,000$ limit and
a monthly transaction limit of 10,000. The expected
outcome for residents regarding the Sand Dollar is
that everyone can use a CBDC with a legally conve-
nient, cash-like experience that resembles physical
currency. This includes the development of offline
features, which are not yet complete but aim to ad-
dress communication disruptions between the vari-
ous islands that make up the Bahamas. The design
of these features aims to allow users to make a pre-
determined dollar amount of payments and update
electronic wallets once communication with the net-
work is restored. The desire to have cash-like char-
acteristics, such as strong user privacy protection for
low-value transactions, led CBOB to define reduced
KYC requirements. In fact, no official identification
documents are required for Tier 1 e-wallets. In the
context of the Sand Dollar, commercial banks act
as stabilizers and facilitators, playing a fundamen-
tal role in mediating transactions and providing sup-
port to users. In addition to offering digital wallet
services to manage Sand Dollar reserves, commer-
cial banks have integrated digital transactions into
their existing services, ensuring a complete customer
experience. They also ensure that every transaction
remains within legal and compliance boundaries,
strictly adhering to anti-money laundering protocols
and counter-terrorism financing regulations. Finally,
commercial banks play a crucial role in educating
and guiding customers on how to effectively and
securely use digital currency. The Sand Dollar in-
frastructure, although applied to an economic and
cultural context different from that of the Eurozone,
can provide valuable insights for the ECB and Eu-
ropean commercial banks. Specifically, for the Cen-
tral Bank, the aspect of financial inclusion promoted
by CBOB is particularly relevant, translating into the
goal of reaching low financial literacy populations
and considering the possibility of using the CBDC
as an effective vehicle for economic subsidies. On
the intermediary side, an interesting insight could
be the structuring of eWallets into 2 Tiers with asso-
ciated limits, as well as the high degree of interaction
between private sector actors and the Central Bank.

Challenges in Governance and
Risk Management

The framework outlined in the previous paragraph
identifies commercial banks as the chosen institu-
tions for the distribution of the Digital Euro. This
means that these banks must perform the conver-
sion function from commercial bank money to Digi-
tal Euro. Consumers will need to withdraw money
from their payment, savings, or deposit accounts
to obtain Digital Euros. Consequently, every Dig-
ital Euro that is distributed causes an outflow of
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Deposit facility rate -0.50
ESTR -0.57
EA 10-year government AAA rated bond yield -0.37
EA 10-year government benchmark bond yield 0.14
Overnight deposit rate (households) 0.01
Overnight deposit rate (non-financial 0.03
corporations)

Markit iBoxx MFI bonds yields 0.12

TABLE 1: Interest Rate environment in Q3 2021. Source: Elaboration from [10]

deposits that reduces the commercial banks” hold-
ings by the same amount, and therefore, the banks’
balance sheets shrink. Although holdings in Digi-
tal Euros can also be converted back into accounts
held at banks, positions in CBDC are held outside
the traditional banking system. Such a configura-
tion raises particular concern among intermediation
sector actors. The main points of uncertainty that
commercial banks must prepare to face in conjunc-
tion with the introduction of the Digital Euro are
related to liquidity risks, disintermediation, and the
specter of bank runs. The impact of each of these
risk components is linked to the degree of CBDC
adoption that will be found at its launch, i.e., the
demand for Digital Euros. This variable will largely
depend on the features and context in which the dig-
ital euro is introduced, including interest rates. The
extent to which the public decides to convert bank
money into digital euros will determine the size of
deposit outflows for the banking sector and could
therefore affect banks” ability to intermediate credit
to the private sector. Analyzing the impact of in-
troducing the CBDC on the banking intermediation
sector first requires an assessment of the potential
demand for digital euros. Such an estimate can be
developed from data from field surveys, the estima-
tion of macroeconomic variables such as the elastic-
ity of substitution between CBDC and bank deposits,
and considerations based on assumptions about the
Digital Euro’s features. Although uncertainty about
the assumptions underlying these scenarios is high,
some of the proposed scenarios consist of a bank de-
posit outflow of 5% to 10% of banking assets [24] and
20% of household and non-financial deposits. The
demand for a digital euro will depend heavily on
its design features and the prevailing environment
at the time of its introduction, including interest
rates and the existence of alternative forms of money.
Some features of the digital euro design, such as re-
muneration, could largely encourage or discourage
adoption: clearly, an unremunerated CBDC would
be less attractive in a positive interest rate context.
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Likewise, it is plausible that greater availability of
alternative forms of money might weigh on the de-
mand for a digital euro. These factors, combined
with ease of use and the ongoing trend towards a
more digital economy, create a multitude of possible
demand scenarios that are hard to estimate or cali-
brate. The interaction between the ECB and commer-
cial banks will also play a pivotal role in determining
the actual adoption rate of digital currency. Based
on an analysis conducted in [10] on behalf of the
ECB in "Central bank digital currency and bank in-
termediation,” two distinct scenarios of digital euro
demand are considered, plus a third scenario con-
sidering the introduction of a holding cap, i.e., the
case of a limited supply. The choice of these scenar-
ios is not based on their likelihood but is dictated
by the desire for a comprehensive analysis. The first
two scenarios feature an increasing degree of CBDC
demand: the first (A) considers a "demand limited
to retail payments," while the second (B) considers
massive adoption, resulting from the digital euro be-
ing heavily used as a means of payment and store
of value. These scenarios illustrate the demand for
a digital euro under standard market conditions, in-
terest rate environment in Q3 2021 is the reference.
In an environment of negative interest rates, an un-
limited (i.e. unfettered) supply of an unremunerated
digital euro would likely result in (almost) unlimited
demand. This is because the digital euro would of-
fer a higher degree of security and a more attractive
yield than traditional deposits.

In scenario A, it is assumed that the digital euro
only partially replaces other retail payment methods.
Specifically, in the reference analysis, the CBDC is
used in place of banknotes and overnight deposits
in accordance with what was highlighted in the pre-
vious paragraph. The proposed substitution rates
for retail payments by households are: 50% of the
value of banknotes used for retail payments, 25% of
the value of transactions paid with cards, and 75% of
the value of transactions settled with other payment
methods. The same values are also adopted for non-
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Households Nonbanks Foreign
* 50% substitution
of banknotes used |Same
for retail proportion of
Payments banknotes No demand Demand only by
< Assumptions * 25% substitution  |and deposit for retail non- residents visiting
° of cards substitution Payments the euro area
= * 75% substitution | applied to
g of other (paypal  |household
2} etc)
Overall Demand 278 89 0 120 488
From Overnight 120 60 0 0 180
Desposits
From banknotes 158 30 0 120 308
70% of banknot 70% of banknotes  90% of " 80% remaining
. b of banknotes  * b of banknotes b O
Assumptions * 50% of overnight + 50% ight ight banknotes held by
™ p o g b overnig overnig non-residents
k) deposits deposits deposits .
g * Deposits: 90%
=
g Overall Demand 3127 1383 776 2204 7490
From Overnight 2594 1283 776 1699 6352
Desposits
From banknotes 533 100 0 505 1138
3000 per euro Envisaged .
S s . Envisaged
area individual design for no . Demand only by non —
. - o o design for no . 7
Assumptions (incl. 50% significant use residents visiting the
o o use of DE by
° substitution of of D€ by non-bank euro area
§ banknotes) NFCs on-baniks
3
& Overall Demand 1028 0 0 120 1148
From Overnight 647 0 0 0 647
Desposits
From banknotes 380 0 0 120 500

TABLE 2: Estimated Digital Euro demand across Scenario A,B and C. Source: Elaboration from [10]

financial corporations (NFC). As for non-residents,
it is assumed that the demand for digital euros re-
places only banknotes, related to their visits to the
euro area.

Overall, based on the assumptions for scenario
(A), the potential demand for the digital euro
amounts to approximately 490 billion, divided be-
tween 370 billion of domestic demand and 120 bil-
lion of foreign demand. Scenario (B) depicts an
intense use of the digital euro as a store of value
coupled with a greater utilization in retail payments.
In this scenario, most of the demand for the digi-
tal euro is driven by the preference to have access
to a secure currency as it is issued directly by the
central bank. Firstly, it is assumed that both house-
holds and NFC replace 70% of cash transactions. A
full substitution isn’t anticipated as a lingering pref-
erence for holding cash, especially among certain de-
mographic categories, is considered. Moreover, esti-
mates show that banknotes are used for illicit trans-
actions. Secondly, it’s assumed that households and
NFC replace 50% of their deposits with the digi-
tal euro. Contrary to scenario A, which considers
only demand for retail payments, it is presumed that
the replacement of deposits by non-banking finan-

Issue n. 06 / 2023

43

cial institutions (NBFI) and non-residents is propor-
tionally larger (90%), stemming from a significant
demand for the digital euro as a store of value by
these sectors. This estimation is motivated by the
assumption that these sectors would always have a
higher preference for holding the digital euro, allow-
ing them to access - like banks - the safety of the
central bank’s currency to maintain their liquidity.
The final estimate for scenario B amounts to a to-
tal of 7.5 trillion euros, with 5.3 trillion stemming
from domestic demand. Households would repre-
sent the largest share of domestic consumption, with
3.1 trillion euros (Figure 11). In terms of substitu-
tion of instruments, most of the overall digital euro
demand would come from overnight euro deposits.
The last scenario features a holding cap, assumed to
be 3,000 € based on the latest communications on the
matter . The cap is applied solely to residents while
non-residents visiting can hold digital euros exclu-
sively for retail payment purposes. In this scenario,
neither the NBFI nor the NFC would be authorized
to accumulate balances in the digital euro. How-
ever, merchants could receive CBDC payments via
a functionality that would instantly transform such
payments into bank deposits. Assuming a complete
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FIGURE 11: The histogram shows the expected Digital Euro adoption by sector and instrument through scenarios A,B and

C. Source: [10]

exhaustion of the 3,000-euro limit by each of the ap-
proximately 340 million inhabitants of the euro area
results in a total demand of 1.03 trillion euros. De-
mand from visiting non-residents (i.e., only for retail
payments) is calibrated to be around 120 billion eu-
ros similarly to scenario A. Thus, the overall digital
euro demand translates to about 1.15 trillion euros
as shown in Figure 11. Assuming, as in scenario A,
that 50% of the banknotes held by households in the
euro area is replaced by the digital euro (about 380
billion euros), the remaining amount would imply a
substitution of 12.5% of household deposits. This is
a rough estimate, as it is realistic to consider that not
everyone will exhaust the imposed limit. A change
in both directions of the holding cap by 1,000 eu-
ros would alter the deposit substitution by approxi-
mately 2% of the total (almost 1% of total banking lia-
bilities). Starting from a fixed share of banknote sub-
stitution, any modification of the holding cap will,
by assumption, only be reflected in a substitution
of the digital euro for the same, generating a varia-
tion of about 340 billion euros. Table 2 summarizes
the estimated Digital Euro demand across the three
scenarios. The scenarios presented suggest, in the
most extreme case, a demand for Digital Euro of 7.5
trillion euros. This scenario is associated with an
18% bank deposit substitution rate. The results of
the analysis are subject to a series of caveats. Firstly,
the data on which the analysis is based will not ex-
actly match the balances at the time a digital euro
could actually be introduced. Secondly, the substi-
tution rates are based on plausibility considerations
that currently cannot be verified against any data.
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Thirdly, these figures are obtained by considering
only a static substitution of deposits at the aggre-
gate level of the euro area. They do not include
general equilibrium effects, such as reactions from
banks, which could change the terms and function-
ality of the services they offer, nor potential interest
rate adjustments that could result from a decrease
in deposits as a source of bank financing. Further-
more, they do not reflect any potential central bank
reaction aiming to offset undesirable effects arising
from the introduction of a CBDC on the direction of
monetary policy, which could lead to the creation of
new bank deposits. Given these approximations, it
is still possible to draw some insights from the sce-
nario analysis that depend on the regulatory choices
of the European Central Bank that will accompany
the introduction of the digital euro. In fact, these de-
cisions will have an impact at the level of the entire
economic system involving both users, i.e., house-
holds and businesses, and financial institutions. For
the former, the demand for Digital Euro is linked to
whether it is perceived solely as an alternative pay-
ment method to cash and card or as a real reserve of
value and how this perception will change financial
habits. From the financial intermediation side, the
limits that will be imposed at the regulatory level
by regulators will determine the scope of the impact
that replacing traditional deposits with Digital Euro
will have on the balance sheets.

www.iasonltd.com



@ iason

Chapter 3

CBDC Distribution Channels and Impact on
Banks’ Balances

Once the users’” perspective regarding the demand
for CBDC is examined, the implications of a digital
euro on bank balances are also explored, focusing on
the impact it could have on commercial banks. Since
a digital euro can potentially replace part of bank de-
posits, it is possible to distinguish between four dif-
ferent adjustment channels. The balance sheet mech-
anisms show that, except when the introduction of
a digital euro is accompanied by a reduction of ex-
cess reserves or banknotes, the central bank should
inject liquidity to meet the demand for CBDC. The
examination of the implications on bank balances of
the Digital Euro assumes that the Central Bank can
fully compensate for the effects of CBDC demand
on the banking sector, in line with the current litera-
ture’s opinion. It’s essential to highlight that hetero-
geneities within the banking system mean that the
impact of a digital euro can vary significantly among
credit institutions. Considering the setup of the hy-
brid model, it’s assumed that banks mediate the dis-
tribution of the digital euro. The digital euro can be
distributed either by converting from banknotes or
by reducing reserves with the Eurosystem. Commer-
cial banks can also obtain additional reserves by in-
creasing loans or selling assets. From the ECB’s per-
spective, the first two possibilities represent a swap
from existing liabilities, i.e., bank reserves or ban-
knotes, to the digital euro. The other two options,
however, constitute an expansion of assets as the is-
suance of CBDC exceeds the reduction in reserves
or banknotes. The choice by commercial banks is
linked as much to customer preferences as to ECB
decisions. Depending on the extent of deposit sub-
stitution, banks, because of profitability and regula-
tory considerations, may prefer a specific adjustment
path and adapt their balance sheets accordingly. Fi-
nally, European authorities play a key role as they
are responsible for the quantity of digital euro in cir-
culation. Going into the details of the distribution
channels:

* Replacing banknotes with the digital euro
equates to an exchange between two types
of Eurosystem liabilities, with no implications
for bank balances. Banks would simply act
as distribution agents: cash holders would
return banknotes to the Eurosystem and ex-
change them for digital euros, leaving the Eu-
rosystem’s other assets and liabilities intact.

* Banks reduce reserves held with the Eurosys-
tem by an amount equal to the loss on de-
posits, without further affecting other items
on the asset side of their balance sheets. Re-
serves decrease as banks use them to acquire
digital euros from the ECB to transfer to their
clients in exchange for deposits. Other bank
assets remain unchanged. In this case, there is
a liability swap for the ECB, with the digital
euro covering the reduction in bank reserves.
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Individually, it’s foreseeable that commercial
banks would engage in interbank loans to
cover the demand for digital euros from cus-
tomers, which might differ among banks, con-
sidering the fact that reserves are distributed
unevenly in the market.

* Banks replace deposits converted into digi-
tal euros with an increase in borrowing from
the Central Bank, without further changes in
other balance sheet items. Driven by the lack
of the necessary amount of reserves or a pref-
erence to maintain a certain level of them,
banks might be willing to borrow additional
reserves to meet the demand for digital eu-
ros from their customers. In this case, the
ECB would replace the funding capacity lost
by banks due to the transformation of deposits
into digital euros. This solution results in
an extension of the ECB’s balance sheet size
equivalent to the substitution of deposits, pre-
venting a contraction of bank credit to the
economy.

* Banks can obtain reserves by selling assets to
the Central Bank from their portfolios or on
behalf of their clients. In the event of an asset
purchase, the ECB pays the seller through re-
serves. Banks can then use the newly created
reserves by converting them into Digital Euro
as demanded by their clients. The assets sold
by the banks can come from the bank’s own
portfolio, or on behalf of their clients, thereby
creating new deposits for customers in this
case. This solution accompanies the loss of
bank deposits with a reduction in bank assets.

The use of each of the four channels presented
is subject to specific limits: the reduction of reserves
at the Central Bank is subject to the constraint of the
aggregate level of excess reserves at the ECB; the in-
crease in debt to the Central Bank is feasible as long
as the requesting commercial bank does not exhaust
its guarantees; while the sale of assets is constrained
by the availability of suitable assets for the ECB to
purchase. Such considerations can be further de-
tailed when evaluated in light of the potential CBDC
adoption scenarios hypothesized at the beginning of
the chapter. Estimates for scenario A, where the Dig-
ital Euro is used solely for retail payments, suggest
that the banking sector could meet CBDC demand
when compared to the quantification of the aggre-
gate limits of the 4 distribution channels. The higher
level of demand associated with scenario B, with
a replacement of deposits of over 6 trillion euros,
opens up the need for a significant expansion of the
Eurosystem’s balance sheet. Only the use of an opti-
mal combination of all four channels could be com-
patible with an orderly adjustment process (graph 5).
However, the distance from the limit of overall feasi-
ble adjustment would be reduced, especially consid-
ering that the adjustment channels are not mutually
independent from each other. Finally, regarding sce-
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nario C, characterized by the presence of the holding
cap for the CBDC, each of the channels would meet
the demand associated with a cap of up to 5000 eu-
ros per resident. In this case, the wide absorption
margin of the demand between the adjustment op-
tions would also be consistent with the expectation
that such absorption would not translate into aggre-
gate balance sheet dynamics that would reduce the
profitability of banks and their ability to provide
credit to the economy. This data shows how the
economy would be able to support the distribution
of a larger amount of Digital Euro compared to the
limit proposed by the regulatory authorities; how-
ever, in this case, the previous considerations come
into play regarding the effects of reducing deposits
for commercial banks and related problems in terms
of reducing their financing capacity. Consequently,
defining a holding cap cannot ignore the search for
a balance between the aim of a widespread diffusion
of the CBDC and that of maintaining the stability of
the European economy.

Simulated Banking Responses to CBDC Demand

When assessing the impact of the introduction of
the Digital Euro on banks” balance sheets, it is cru-
cial to understand that the shift from bank deposits
will also have effects on the LCR (Liquidity Cover-
age Ratio) and the NSFR (Net Stable Funding Ra-
tio). Together, LCR and NSFR are liquidity measures
addressed in the Internal Liquidity Adequacy As-
sessment Process (ILAAP) and to some extent also
made public to bolster confidence in the banking
industry from both investors and end users. Both
measures must be complied with at 100% on a
daily basis. All supervised institutions have inter-
nal buffers reflecting their risk appetite framework
in terms of liquidity risk. Both will undergo changes
with the introduction of a Digital Euro incremen-
tally: the introduction of a Digital Euro will cause
the average decrease of both LCR and NSFR, as the
higher the amount of Digital Euro positions allowed,
the greater the drop in both LCR and NSFR. The
LCR is a short-term liquidity measure oriented to
cash flows under stress conditions, with detailed
regulatory parameters and assumptions. The Non-
Maturing Deposits (NMD) that would be directly im-
pacted by the limits of a Digital Euro generally have
an outflow rate of 5%. Therefore, simply looking
at the reduced NMD amount (less outflows) is too
shortsighted. Credit institutions invest volatile and
highly liquid positions in liquid assets. The LCR de-
fines them as High-Quality Liquid Assets (HQLA)
that increase the ratio by market value - (a slight)
haircut. For compliance reasons, credit institutions
must always apply a conservative approach in calcu-
lating this liquidity indicator. Therefore, the Digital
Euro holding limit is binding for the LCR calculation.
While a limit of, for instance, 1000 would mean only
a slight reduction in LCR, a limit of 3000 and beyond
would involve liquid but stable portions of NMD. As
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a result, the total amount of available HQLA will
drop significantly. This is why the following chain
holds true:

HQLA |— LCR |

LCR — with P&L | Rating | —
SREP | — minum equity t — P&L |

So, credit institutions will have to make a choice:
accept lower levels of LCR or offset the loss of NMD
and HQLA by resorting to other funding sources,
typically more expensive. Impact on the Net Stable
Funding Ratio: The NSFR follows a balance sheet
approach with a one-year horizon. NMDs usually
provide 95% of the available stable funding factor at
any given time. HQLA as an asset counterpart only
requires the (small) haircut as stable funding needed
(unless it is encumbered). A decrease in NMDs re-
sults in an immediate and significant drop in the
NSER. The chain of effects is as follows:

NSFR |

NSFR| — with P&L |
SREP | — minum

Rating | —
equity T — P&L ]

While the LCR can be adjusted with liquidity
management techniques, achieving higher levels of
NSFR is much more complex and expensive. As
a result, credit institutions will either have to ac-
cept lower NSFR levels or compensate for the loss
of NMDs with other funding sources and a new fi-
nancing strategy. This latter option will always in-
volve the use of capital market instruments, to which
some institutions have little or no access. To exam-
ine how banks might handle the potential outflow of
deposits due to the conversion of euros into CBDC,
consider a model where a bank aims to minimize
funding costs, subject to specific constraints. First,
a liquidity constraint assumes that a bank main-
tains voluntary reserves beyond regulatory require-
ments. Moreover, long-term funding, both secured
and unsecured, and central bank long-term fund-
ing secured by non-HQLA assets, such as additional
credits (ACC), do not negatively impact liquidity ra-
tios.

Highlighting the context of bank constraints and
preferences, the simulation suggests that, for low lev-
els of CBDC demand, the vast majority of banks can
meet the demand using their reserves, without exces-
sively impacting their HQLA buffers. Note that the
initially outlined scenarios, including deposit flows
in the order of 180 billion euros and 647 billion eu-
ros, can be roughly compared to an outflow of 4% or
8% of deposits from households and non-financial
firms. For high CBDC demand scenarios, banks
would have to navigate through a more complex
financing strategy. With an estimated substitution
of 6.4 trillion euros of sight deposits, equivalent to
an outflow of 60%, only 37% of the CBDC demand
could be accommodated through the use of own re-
serves. Additional central bank funding proves cru-

www.iasonltd.com



@ iason

Chapter 3

(x-axis: share of deposit outflow covered by funding sources; y-axis: EUR billions)

W Own reserves

Interbank funding (ST, securad)
B Interbank funding (ST, unsecured)
B Interbank funding (MT, securad)

7000
6,000
5,000
4,000
3000 Seenario A, C
2,000 . l
- B

—
111

12%  16% 20% 24%

8%

4%

28%  32%

W Interbank funding (MT, unsecured)
B Central bank funding (ST, non-HQOLA securad))
B Interbank funding (LT, unsecurad)
B Central bank funding (LT, nan-HOLA securad))

Scenaric B

35% 407 44% 4B% 623 5% | 60%

FIGURE 12: Bank Balance sheet re-optimisation. Source: [10]

cial to mitigate the impacts of such a substitution of
deposits with CBDC. In summary, the analysis sug-
gests that the introduction of a digital euro in a pe-
riod with high reserves, like in the post-pandemic
context, would allow banks to manage CBDC de-
mands up to a certain point using their own reserves.
However, heterogeneity among banks in terms of lig-
uidity preferences and availability of reserves and
guarantees might generate heterogeneous responses
to CBDC. Liquidity regulation and voluntary liquid-
ity reserves limit the total reserves banks are willing
to use or sell to facilitate CBDC conversion. There-
fore, central bank policies need to be adequately
equipped to address these challenges.

Potential Bank Runs Across the Economy

In addition to any implications for bank intermedia-
tion in normal times, a digital euro could influence
the severity of bank runs as it would provide citi-
zens with a super-safe asset at relatively low storage
costs. Large-scale withdrawals of insured bank de-
posits have occurred recurrently in the past. Dur-
ing times of stress and depending on its design, the
role a digital euro could potentially play as a store
of value could become especially pertinent as it is
a more easily accessible super-safe asset with lower
storage costs, compared to cash . Therefore, some
authors have suggested that CBDC might "open a
highway to bank runs" and that "deposits would mi-
grate more easily towards the CBDC during times
of stress”". Two models are used to discuss the po-
tential implications a digital euro might have for the
severity of system-level bank runs. Firstly, a model
to simulate bank runs is applied to past episodes of
bank runs across the economy to assess what would
have occurred if a digital euro coexisted with cash.
Simulations are run under various limits on the use
or remuneration of CBDC. Secondly, building on an
extension of the Diamond and Dybvig (1983) model
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that incorporates cash and CBDC, the paper explores
further potential implications, such as the impact
the CBDC might have on welfare in the event of a
system-level bank run. The proposed setups share
features that make them suitable for considering the
severity of system-level bank runs. Firstly, both se-
tups consider that individuals can convert their bank
money into cash or CBDC. Secondly, the central
bank’s liabilities are used solely as a store of value,
and CBDC is generally preferred due to technologi-
cal superiority. Thirdly, both models allow us to as-
sess the impact a digital euro can theoretically have
on the severity of bank runs along at least two di-
mensions: the magnitude of a bank run, understood
as the share of total bank deposits that are with-
drawn during a bank run; and the speed at which
a bank run occurs, defined as the time it takes to
withdraw a certain share of bank deposits. In the
models used, parameters are calibrated in such a
way that the simulated withdrawals match the de-
posit outflows recorded during recent bank runs in
Greece (2015) and Cyprus (2013). The introduction
of a digital euro impacts the maximization of depos-
itors” expected return in two ways. Firstly, depend-
ing on the selection and calibration of usage limits
and remuneration, a digital euro can provide a low-
cost alternative to liquid holdings and might also
allow for "unlimited" withdrawals. Secondly, it is
assumed that each citizen substitutes a portion of
their deposits with the digital euro before the on-
set of a bank run (i.e., substitution in normal times).
An unconstrained demand for CBDC would lead to
an increase in the scale and speed of a (simulated)
system-level bank run. Compared to the scenario
with no digital euro, the increase in the scope of
bank runs in the potential Digital Euro A and B sce-
narios, hypothesized at the beginning of the chapter,
is reflected in a larger share of deposit withdrawals,
while the increased speed of bank runs is reflected in
the shorter time required to reach a certain number
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FIGURE 13: Bank Balance sheet re-optimisation. Source: [10]

of deposit withdrawals (Figure 13). The magnitude
and speed of the simulated bank runs are more pro-
nounced in the CBDC context, as it’s presumed that
such a conversion is subject neither to holding costs
nor a convertibility limit. Compared to Scenario
B, the magnitude and speed of the simulated bank
runs are greater in Scenario A, as it involves a lesser
substitution from bank deposits into digital euro be-
fore the bank run occurs (respectively 500 and 7,500
EUR). This reveals a trade-off: the lower the demand
for CBDC under standard market conditions (i.e., be-
fore the bank run), the greater the level of aggregate
deposits that can potentially be withdrawn in crisis
times. Based on its level, the definition of a hold-
ing cap would act counter to the amplification of the
scope and speed of the simulated bank runs across
the economy. As illustrated in panel a) of Chart 14,
a 3,000 euro cap on individual holdings in CNDC
in Scenario C would more than offset any adverse
impact a digital euro could potentially have on the
scope and speed of the simulated bank runs across
all sectors. This is because the demand for a digi-
tal euro in normal times (i.e., before the bank run)
is such that the aggregate level of available deposits
that can be withdrawn in the event of a run extend-
ing across the whole economy is lower than in the
scenario without a digital euro.

Technological Infrastructure
and Innovation Challenges

Digital Euro Infrastructure: a Two-Tier Model

The success of integrating the CBDC into the econ-
omy requires that both public and private partners
draw upon their respective areas of expertise within
the payment ecosystem to develop an infrastructure
that is efficient, user-friendly, and secure. One cru-
cial aspect will be the need to incorporate interoper-
ability features.

For a CBDC system, interoperability guarantees
the ability for funds to flow easily between payment
systems, facilitating its integration within a broader
payment system. Interoperability encompasses a
range of features, from the technical infrastructure
implemented to common legal, regulatory, data, and
messaging standards that all stakeholders involved
in the distribution chain of the CBDC central banks,
commercial banks, and payment service providers
share. The fundamental aspect of interoperability is
achieving "standardization" to ensure compatibility
between them. The emphasis on interoperability is
motivated by its significant contribution to the adop-
tion, innovation, and efficiency of the Digital Euro
for end-users. When payment systems are not inter-
operable, there is a risk of fragmentation, resulting
in the spread of "closed systems" that cannot interact
with each other, creating inefficiencies for users. An-
other dimension of interoperability in the context of
the general CBDC infrastructure is cross-border pay-
ments. In this regard, the configuration considered
most suitable for building an infrastructure that en-
sures the mentioned attributes is a two-tier system.
In this system, central banks issue CBDCs to com-
mercial banks, payment service providers, and fin-
tech companies, which are responsible for distribut-
ing digital currency to consumers and merchants. In-
dividuals and businesses can manage their CBDC
balances held with the ECB and registered with the
ECB, making payments through their private sector
service providers. These providers, including Pay-
ment Interface Providers (PIPs) and Ecosystem Ser-
vice Interface Providers (SIPs), could be banks, finan-
cial institutions, or non-financial institutions, pro-
vided they have the appropriate regulatory status
and authorization to offer such services. All trans-
actions would be settled on the central bank’s ledger
in real-time, on a one-to-one basis, without netting
or clearing with other transactions and with finality.

This model ensures that banks can maintain their
existing relationships with their customers while
conducting compliance checks such as KYC (Know
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FIGURE 14: Key points for an adequate preparation to the introduction of Digital Euro Source: Elaboration from [25]

Your Customer) and AML (Anti-Money Launder-
ing). In the digital world, a two-tier system can be
implemented using public-key cryptography, allow-
ing the central bank to outsource the complexity of
managing digital certificates for CBDC tokens to a
set of potentially regulated and authorized entities.

Preparing for the Digital Euro: Digital Wallets

According to the latest statements from the Euro-
pean Central Bank, users may access digital euro ser-
vices through the apps and online interfaces of their
banks or payment service providers, or through a
digital euro app provided by the Eurosystem. In
both cases, the design of the wallet is of great im-
portance as it serves as the primary interface be-
tween the CBDC system and the end user. In the
near future, the success of CBDC wallets will de-
pend largely on their ease of use and accessibility.
A CBDC wallet should be as intuitive as modern
digital banking or mobile payment apps to ensure
rapid adoption. Features such as QR code scan-
ning, NFC payments, and biometric authentication
could become standard for both wallet authentica-
tion and transaction validation. A key factor in the
attractiveness of wallets is their ability to seamlessly
integrate with other financial platforms. This in-
cludes connecting to investment portfolios, enabling
automated bill payments, or interfacing with peer-to-
peer lending platforms. The ability to operate within
a broader financial ecosystem will be a determining
factor for their long-term profitability. An additional
level of innovation could involve integrating regula-
tory functions suggested by regulators directly into
the wallet. This would allow for automatic tax de-
ductions, monitoring of suspicious transactions, or
compliance with international sanctions as integral
components of advanced CBDC wallets. Further-
more, in addition to basic transaction functionalities,
future CBDC wallets may offer a variety of in-app
financial services, from microlending to insurance
products, directly within the wallet interface. These
services could provide opportunities for commercial
banks to expand their offerings. One controversial
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point in wallet design is the choice between hot and
cold wallets. A hot wallet is a digital wallet always
connected to the internet. It can be of two types:
"custodial" and "non-custodial." In the first case, the
private keys to one’s CBDC are also held by the bank
or payment system providing the wallet service. In
the second case, the user directly controls their pri-
vate keys, allowing them to access their tokens as
needed. This solution simplifies usage but is more
vulnerable to malicious activities. A cold wallet or
hardware wallet is a wallet that doesn’t require an
internet connection for access. With these wallets,
you can store your private key, necessary for access,
offline, eliminating the risk of data theft. While pro-
viding greater security and independence, it would
be almost impossible to recover if a private key were
lost, and it could be complex for less experienced
users. As CBDC projects evolve and become more
widespread globally, the design, functionality, and
integration of digital wallets will undoubtedly be-
come more sophisticated. These real-world exam-
ples provide an idea of the current direction and po-
tential future of CBDC wallet design:

1. DCEP (Digital Currency Electronic Payment)

¢ Wallet Features: Users can download a
DCEP wallet app on their smartphones.
The app allows users to link their bank
accounts, enabling them to convert a por-
tion of their bank savings into digital cur-
rency.

e UI/UX: The wallet’s interface resembles
many popular contemporary digital pay-
ment apps in China, such as Alipay or
WeChat Pay. Users can scan QR codes to
make payments or receive funds.

e Offline Functionality: The DCEP wal-
let allows touch functionality, meaning
users can transfer digital yuan to each
other by simply touching their phones
together.

2. Sand Dollar

e Wallet Features: Once users register,
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they get a digital wallet that can be man-
aged through a mobile app. Users can
add funds, check balances, and make
transactions through this app.

e UI/UX: The Sand Dollar app is easy to
use with clear icons and instructions
for making payments, checking balances,
and managing user settings.

¢ Integration with Merchants: Businesses
can receive payments in Sand Dollars
through a point-of-sale system, making
integration into the current business en-
vironment easier.

3. e-Krona

e Wallet Features: While the exact de-
sign specifications were still under ex-
ploration, the Riksbank stated that users
would have an e-Krona wallet, which
could require a mobile app or a card.

¢ Security Features: The e-Krona system
is designed with an emphasis on secu-
rity to ensure the wallet and transactions
remain safe from potential threats.

4. Project Jasper

* While not a full CBDC, Project Jasper
was a collaborative research initiative be-
tween the Bank of Canada, major Cana-
dian banks, and other stakeholders to ex-
plore the concept.

¢ Wallet Features: Although primarily an
experiment, the system envisioned users
having digital wallets capable of man-
aging, issuing, and transferring digital
CAD.

® Clearing and Settlement: One of the
primary explorations in Project Jasper
was real-time gross settlement (RTGS)
using distributed ledger technology, sug-
gesting potential future integrations of
CBDC wallets with instant settlement
mechanisms.

Funding and Defunding Wallets

As mentioned before the possibility for users to ac-
cess their Digital Euro wallets through their banking
app can translate into a huge opportunity for com-
mercial banks themselves, yet exploiting this oppor-
tunity requires a smooth incorporation of the CBDC
wallets into the existing bank or PSP interface and
an agile interation between both of them. Per its lat-
est (18 October 2023) [9] publication on Digital Euro
the European Central Bank deep dives into these
matters with particular regards to the funding and
defunding functionalities. Funding modalities are
key to a seamless payment experience, particularly
in view of holding limits. Funding sources could

a1

be either a commercial bank account or cash. Al-
though not mandatory it is expected that a large
part of Digital Euro users will exploit the conve-
nience of linking their digital euro account to a des-
ignated commercial bank account for funding pur-
poses. This choice would allow to receive a payment,
even if the amount to be received raises the digital
euro balance above the holding limit. The excess
amount would be transferred automatically to the
linked commercial bank account. Users would also
be able to set a threshold for this automatic transfer
that is lower than the holding limit. This particu-
lar feature is called waterfall functionality. On the
other hand users would not need to prefund a digi-
tal euro account before making payments. If there
are insufficient funds in the digital euro account,
the shortfall could be transferred immediately from
the linked commercial bank account (reverse water-
fall functionality). An individual would be able to
choose whether to benefit from the waterfall or re-
verse waterfall functions or both, many commercial
banks and PSP have already introduced this possi-
bility in their platforms. Waterfalls combine fund-
ing/defunding and payment processing in a single
operation, with no or very limited impact on the pro-
cessing time for the user. If there is no linked com-
mercial bank account or waterfalls are not enabled,
the user would be responsible for keeping the digi-
tal euro account balance within the holding limit, in-
creasing the need to manually fund and defund the
account and the possibility of transaction failure. A
user with multiple commercial bank accounts would
be able to use any of them to fund the digital euro ac-
count. However, only one commercial bank account
could be designated for the waterfall and reverse wa-
terfall functions.

The commercial bank or the PSP managing the
digital euro account does not need to be the same
one managing the linked commercial bank account,
furthermore other developments could be added
so that and digital holdings in an automated way.
Taking into considerations the offline functionalities
which are expected for the Digital Euro users would
be able to fund and defund their offline holdings
when the device has an online connection, either
directly or via a banking terminal. The waterfall
and revers waterfall mechanism would not be avail-
able requiring offline not to exceed the prefunded
amount. A range of funding modalities would be
available to suite different user preferences, as an
example users who wants focus on keeping control
of their Digital Euro spending with a monthly bud-
get could automatically top up their digital euro
account to the desired amount while others could
prefer to pay in digital euro without having to pre-
fund their digital euro account, drawing the liquid-
ity from their commercial bank account as required
exploiting reverse waterfall End users would be able
to fund and/or defund their digital euro holdings
on a 24/7/365 basis. Funding/defunding via digital
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DIGITAL EURO ACCOUNT @

With a Commercial Bank, PSP or
through an app/card issued by the

FUNDING ECB TRANSACTIONS
Online purchases
ATM = P
Public services(i.e. Conversion to
post offices) cash

Bank Account In-store purchases

P2P payments

Offline payments

@ Subject to an holding limit. Enables waterfall and reverse waterfall functionalities.
FIGURE 15: Digital Euro account summary
payment means would be possible anytime. Fund-

ing/defunding via cash would be possible at least at

times when a PSP is already providing cash services.
(1]

Issue n. 06 / 2023 51



Distribution Models, Risks and Security



@iason Chapter 4

Distribution Models, Risks and
Security

solution to link different payment systems, both legacy and new. However, the CBDC must secure several

significant advantages over available options due to the abundance of private digital currencies. In this regard, an
important topic to discuss is the possibility of introducing offline payments, through which several goals can be achieved
such as financial inclusion, universal access and privacy. Nevertheless, offline payments can have some risks typically
linked to their intrinsic characteristics. Moreover, introducing a CBDC could entail dealing with new technologies,
critical operations, and, therefore, also new security and operational risks. In fact, central banks and other actors in
a CBDC ecosystem will need to face up to this increasingly complex cyber threat landscape as the risks can arrive
from different sources. Nowadays, the world’s three major economies are designing payment systems for their digital
currencies. However, China, US and Euro Zone are at a different level in the path leading to the introduction of a digital
currency. Qverall, the emergence of CBDCs has both advantageous and disadvantageous consequences for financial
systems. For these reasons, their implementation must be approached with careful consideration, especially in light of the
specific characteristics of each nation’s financial system.

T he introduction of a CBDC can be considered as a new foundation for the payment system, as well as a potential

Different Payment Systems: istics reported in the list below:
Steps for the AdOptiOH of a ¢ Universal acceptance: this is the most impor-

tant feature, since it implies acceptance across

New Payment Systems and the Euro Area (and beyond), in physical and

. . online stores and for any kind of purchase in
Online Versus Offline terms of size.

Solutions e Instant, contactless and open person-to-

person payments: an important feature of
the above universal acceptance can be recon-
ducted to the convertibility of the digital wal-
let in already existing platforms or devices
used by payers and payees.

sidered a valid option in order to maintain

the centrality of safe and trusted central bank
money. Its introduction can be considered as a new
foundation for the payment system, as well as a po-
tential solution to link different payment systems,
both legacy and new. But, precisely because of the
vast supply of private digital monies, it is critical
for the CBDC to ensure certain major benefits with
respect to current options; if users lack incentives
then they could show limited interest. Therefore, its
success should not be taken for granted and a full
understanding of what really matters for users is
advisable.

IN a rapidly digitizing economy, a CBDC is con-

® One-stop solution: allowing to combine mul-
tiple payment methods into one, reducing the
need for multiple cards and personal iden-
tification numbers. A plus would be the
possibility to set customizable reporting func-
tions, such as spending limits or spending
reminders, ensuring a good financial control
over the wallet.

¢ Easy to use, secure, reliable and fast: this is
an important topic since it goes from security
in terms of protection of personal data from
fraud and hacking to secure and reliable au-
thentication for payment. For younger users
in the specific, biometric verification such as
fingerprint, face or iris scans, are indicated as

For this reason, in the Euro Area the ECB con-
ducted a study [29] to discuss the possible drive ac-
ceptance of a new digital payment method. The tar-
geted users were divided based on their use and ap-

proach to digital payments in three categories: the being highly desirable.

general public and tech-savvy, merchants and the under- * Cost-efficiency: all these functionalities can-
banked people. not be introduced at the expense of higher
Discussions with the general public and the tech- costs compared to the actual payment solu-
savvy indicated that, in order to encourage engage- tions. Indeed, it is preferable for the digital
ment with any new digital payment method, this wallet to carry no cost or at most very low fees.
method will novel benefits that simplify daily life. * User-friendly, fast and easy onboarding: the
This can be translated into a set of critical character- new digital wallet should be easy to use also
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because of the possibility of integrating it with
existing wallets which users already own and
use.

® Privacy: protection of personal data should
always be granted. Not only that, but pri-
vacy settings should also be flexible in order
to users to choose the desirable privacy level.
In the specific, under this study it was found
that users are more concerned for exposure to
bank advertising than for the visibility of their
transactions.

Other features can be added if considering other
type of users. Here, it may also be interesting to
analyze the potential preferences of other segments,
like merchant and under-banked people.

At present, merchants offer a wide range of payment
methods such as cash, credit cards, debit cards,
online payment methods (e.g. paypal), mobile-to-
mobile payments, banking apps (e.g. Revolut), bank
transfer and pre/post sale invoicing. Essentially, for
this category what matters is the possibility to sat-
isfy any customer preferences over payments and,
for this reason, customer demand emerged as the
main driver to the acceptance of a CBDC. More-
over, satisfying clients by offering the latest payment
method has advantages for the image of their busi-
ness; merchants do not underestimate the potential,
since a company seen as technologically up to date
can attract new client segments.

Operationally, a payment system should be easy
to integrate in the current business and offer crit-
ical features. One of them is certainly the speed
of transaction: the new digital payment must be
high-performing, must provide instant and reliable
payments and must ensure instant access to the
funds. This characteristic could be really attractive
as merchants could improve the quality of the shop-
ping experience without sacrificing an easy cash
management. Technical reliability backed up by ag-
ile and good customer service is also important for
merchants. Finally, a good level of integration with
their day-to-day business activities, existing pay-
ments and accounting systems is another critical
features that digital currency should have in order
to be appealing to merchants. It is important to high-
light that, also for this category, the cost-efficiency of
the new digital wallet should be taken into account:
in the specific, we refer to the possible financial
charges and fees, as well as the need to invest in ad-
ditional technology and the time and effort required
to get up to speed.

One of the main goal a central bank has in mind
to drive the CBDC introduction in the economy is
financial inclusion. Indeed, a part of the study was
dedicated to understand the perspective of the un-
bankedl/underbanked and offline population. Clearly,
this group presents level of mistrust towards finan-
cial institutions and, for this reason, they prefer to be
in control over their wallets. Therefore, for this popu-

lation segment the main driver is represented by the
fact that this new digital payment should act like
cash as much as possible; it must be secure, free of
charge and easy to use, without requiring any tech-
nological skills. To address their preferences, the
new digital payment system should allow people
to make low-value private payments (like cash), to
make instant payments, to have full control of their
expenses, to withdraw money using a card, to make
automatic payments, to have a monthly statement,
and to have the possibility of offline use without an
internet connection[29]. Another important aspect
to consider is that generally this group choose to
have control over their wallets by using cash; with a
CBDC this surely could change, and they might de-
pend on others to set up, use and account for the way
they use the new method, and might also need help
to resolve issues or get their money back. For this
reason, a robust customer service can help, particu-
larly in the beginning, to ensure the right support in
terms of set up and problem solving.

Offline Payments

An important topic to discuss is the possibility of in-
troducing offline payments as a design option. First
of all, it can be of interest to point out the defini-
tion for an offline payment with CBDC: it is defined
as a transfer of retail CBDC value between devices
that do not require connection to any ledger system,
often in the absence of internet or telecoms connec-
tivity [5]. In fact, this could bring a CBDC closer
to its substitute cash, therefore this feature benefits
from central banks special attention. For example,
a survey conducted by the BIS Innovation Hub [5]
shows that 49% of central banks surveyed consider
offline payments with retail CBDC to be vital, while
another 49% deemed it to be advantageous.

Thus, many central banks view offline capability
as a potential way to achieve other objectives such
as financial inclusion, universal access, payment
system resilience and privacy. Most of them are
actually studying the best way to implement such
functionality, since it carries also different complex-
ities due to the number of technologies involved,
the security and operational considerations and risk
management design option to be chosen.

At the root of the need for offline payments with
CBDC, there is the topic of resilience. Indeed, at all
times the overall payment system should be able to
operate, with or without connectivity. Indeed, ac-
tually both individuals and businesses are exposed
to issues in the digital payment system which can
make them unable to pay or receive payments, for
example after a natural disaster. With a CBDC, this
should not be the case. Moreover, there are still parts
of the world in which internet or network connectiv-
ity is unavailable or unreliable; an offline CBDC can
overcome this lack of developed communications in-
frastructure, reaching people living in every corner
of the world.
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A CBDC can also enhanced financial inclusion.
Broader than that, also social and digital inclusion
are positively impacted. A CBDC should be created
ensuring that everyone can use it and thus having an
universal acceptance. For example, where individu-
als are unable to access payments using mainstream
options such as smartphones or an internet connec-
tion, or for those without bank accounts, reliable
internet access or access to mobile phones, a CBDC
can be an alternative. Moreover, a CBDC can be
designed to be inclusive regardless of background
and digital competence: from the youngest to the
eldest in society, as well as people with specific
physical and mental impairments should have the
access guaranteed. This may require a variety of
technologies, since no single technology can include
everyone. Since offline payments are sometimes
perceived as the (almost) perfect substitute of the
present-day use of cash, they should guarantee the
same user experiences, like privacy or anonymity.
Even if a total level of anonymity is not possible
for many reasons (first and foremost for ALM/CFT
and KYC/KYB requirements) , it is true that with an
offline wallet users are disconnected from a ledger
system, implying more privacy than with online
payments. The cash resemblance feature is strongly
tied to the topic of universal access, particularly
because in many countries cash is the only option
which offer such possibility. Scalability can be fos-
tered or damaged by different choice in the financial
architecture of the offline feature: indeed, central
banks must found the right balance between the
positive effect of a decrease in the load on ledger
systems and the negative effect of the increase in
data size,thanks to the decreasing overall load on
ledger . Finally,offline payments could potentially
incur lower transaction costs than online systems
and may allow CBDC systems to target use cases
that involve small transaction values. Making digi-
tal peer-to-peer (P2P) and person-to-business (P2B)
offline payments can be fostered also because of the
minimum intervention by a third party. On the other
hand, consequences following this design choice can
be higher implementation and operational costs of
maintaining and upgrading the supporting offline
infrastructure as well as the cost of acquiring and
distributing user devices and merchant point-of-
sale terminals.

As can be seen in figures 16 and 17, solutions
providing offline payments functionality can be of
three types: fully offline, intermittently offline and
staged offline.

Risks

Offline payments can have some risks from cyber-
security threats to operational risks, typically
linked to their intrinsic characteristics. The most
common are:
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¢ Counterfeiting via physical breaches: it con-

sists of a physical attack on the device. In par-
ticular, the attack can be carried out by cloning
or manipulating the value-form of the digital
wallet, held in a purse on a user digital device
such as smartcard or in a storage on a mobile
phone.

Counterfeiting via cryptographic protocol
analysis (cryptoanalysis): by construction, of-
fline payments may be the target for this type
of attack; indeed, the transfer between purses
is protected by cryptography. For this rea-
son, the cryptographic keys used to protect
the payment transfers may be recovered and
reverse engineered, generating fake massages
to users and counterfeiting value.

Side-channel attacks: also this type of at-
tack targets the cryptographic keys used to
ensure transfers between purses. In particu-
lar, if an attacker with sufficient equipment
can recreate these keys, he can exploit infor-
mation leaked by the device and counterfeit
them. Therefore, it occurs when an attacker
tries to access data inside a device by attack-
ing it from the outside.

Fault-inducing attacks: this type of attack can
be performed by inducing faults during cryp-
tographic processing by placing it under stress
through some external method, e.g. heat or ra-
diation. Crypto-analysts may then be able to
deduce key values by comparing outputs.

Third-party device compromise: this risk de-
rives from the fact that offline payments may
need to use a third-party device, such as
smartphones or feature phones, over which
central banks and vendors may have limited
control. This means that malware attacks may
occur targeting software-based purses. More-
over, third-party devices may be compromised
due to security weaknesses created acciden-
tally by users and then detected and exploited
by threat actors. One solution can be de-
signing these third-party devices to limit the
amount of information they leak during pro-
cessing.

Device obsolescence: older devices may be-
come obsolete when they are no longer sup-
ported by the solution provider or when rele-
vant security or other updates cannot be pro-
vided. This can create space for attackers to
operate.

Double-spending: in the specific, this risk
refers to situations where the same offline
value is spent a number of times. This can
be due since it is not always possible to per-
forme an instantaneous online check to verify
that the payer still has the amount on the dig-
ital wallet.
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TRANSFER MECHANISM DESIGN

Online third-party validated solutions

transactions would be made online and would be
validated by a third party. There can be multiple
advantages with this solution: first of all,
transparency of transaction data will be ensured to
intermediaries for ALM/CTF purposes. Secondly, it
leaves room for flexibility in other design decisions
related to the digital euro. However, it will be
important to further investigate solutions to increase
its resilience to connectivity outages.

Offline peer-to-peer validated solutions

the privacy of low-value proximity payments is
guaranteed within limits set by legislation. The time
of market implementation for this solution is more
uncertain because of its dependence on
technological innovation, regulatory changes and
security risk tolerance.

Potential peer-to-peer validated solution for
online payments with no third party

It is the more experimental options, it will allow
remote payments but transactions cannot be checked
ex-ante.

FIGURE 16: Transfer Mechanisms proposed by the Bis Innovation Hub - Source [5]

* Money laundering: as previously explained,
not all the offline transactions can be recorded
by a ledger. For example, in order to in-
crease the CBDC resemblance with cash, cen-
tral banks may decide to allow small trans-
actions to be performed without identifica-
tion or full KYC checks. In these cases, of-
fline payment solutions could be abused for
money laundering techniques such as smurf-
ing, where large transactions are broken up
into many small transactions to avoid detec-
tion.

¢ Lost of value: offline value can get lost for dif-
ferent reasons. For example, the value is lost
since the user device is lost and thus the of-
fline value is no longer available to the user.
This can be a dangerous situation since the
value could, in theory, be spent by someone
who gains possession of the device. Another
case is when the user device can be broken;
the user may forget about the CBDC wallet on
its device; a transaction is torn, i.e. value has
left the prayer purse and has not been received
by the payee purse. For this last case, central
banks have the option to introduce the possi-
bility of interrupting the transaction.

® Fraud: in particular, for instant payments
where the payment value is instantly settled
on the payee, fraudsters may operate in or-
der to divert funds or goods through social
engineering attacks. These last are oriented
to create false messages to convince users to
send money or even by impersonating third
parties known by the users. Thus, the abil-
ity to identify payees may be necessary to pre-
vent this type of fraud, even if this comes at
the expense of a lower level of privacy. Since
fraud is one of the main risks, the European
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Union has also extensively focused in legisla-
tive terms. Indeed, to identify and prevent
fraud, the proposal for a regulation of the Eu-
ropean Parliament and of the European Coun-
cil on the establishment of a digital euro regu-
lates the general mechanism for the detection
and prevention of fraud. Specifically, Article
32 of the proposal [21] states that the Euro-
pean Central Bank may facilitate the fraud
detection and prevention tasks carried out by
payment service providers under Directive
2015/2366 by establishing a general fraud de-
tection and prevention mechanism for digital
euro transactions carried out online. In this
way, it will be possible to ensure the smooth
and efficient operation of the digital euro. This
mechanism shall assess in real time the fraud
risk exposure of digital euro transactions car-
ried out online for the exclusive use of pay-
ment service providers before the transaction
is introduced into the digital euro settlement
infrastructure. Moreover, it shall help pay-
ment service providers to detect fraudulent
transactions in digital euro payment transac-
tions that have been settled and carried out
online. This general fraud prevention and de-
tection mechanism may be managed directly
by the European Central Bank or by support
service providers designated by the European
Central Bank. For the purposes of this Article,
payment service providers shall provide the
fraud detection and prevention mechanism
with the necessary information. Payment ser-
vice providers shall also implement appropri-
ate technical and organizational measures, in-
cluding state-of-the-art security and privacy
measures, to ensure that the support service is
not able to directly identify users of the digital
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FIGURE 17: Modes of offline payments - Source [5]

euro on the basis of the information provided
to the fraud detection and prevention mecha-

nism.

Risk Management

To counterbalance these risks, a range of both techni-
cal and non-technical risk management measures
would need to be implemented. The first impor-
tant criterium is that CBDC design should limit
the scope and the scalability of an attack: if an
attack is successful, its effect should be limited in
order to avoid the spread to other purses or other
devices. Another important feature is to introduce
methods to detect that a breach has taken place and,
secondly, to isolate the compromised purse: this
can be done by downloading block lists of compro-
mised purses to other purses or tightening offline
risk checks to manage breaches. Finally, systems
should be upgraded and stress-tested regularly in
order to counteracting any new type of attack.
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To have an idea, in a study [5] the BIS Innova-
tion Hub has proposed a simplified model of the risk
management components based on five layers:

1. At an user device level, devices must be ca-
pable of securely storing and processing data
and cryptographic keys for some defined and
extended period of time.

2. Purse: the purse software must secure stored
data, including the value-form and crypto-
graphic keys.

3. Value transfer protocol: this protocol must en-
sure that the value-form cannot be used more
than once, excluding the double-spending
problem. A way to implement this protocol
is through cryptographic processes.

4. Counterparty purse: on the other side of the
transaction, a counterparty purse could imple-
ment risk rules to limit the amount of value
that can be exchanged, limiting the damage in
presence of a rogue device. Programs can be
install in order to even block suspicious trans-
actions involving that device.
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5. Online risk systems: risk systems are needed
to monitor the state of the system, includ-
ing the amount of value flowing through it.
This allows to collect transaction records, clear
transactions, update risk parameters and re-
fresh cryptographic keys on offline devices.

These are general indications, since there are
no perfect technologies. Despite that, the above
mentioned criteria should be enshrined within the
design of the solution to ensure that system breaches
can be managed.

Comparing Proposals to
Structure the Payment Systems
in Case of a CBDC: Digital
Euro, Digital Dollar and
E-CNY

We discuss now practical and real examples in order to
better understand how the world's three major economies
are designing their payment systems for the introduction
of digital currencies.

China, US and the Euro Zone are at a differ-
ent level in the path leading to the introduction of
a digital currency. The People's Bank of China is
already a leading experimenter and attaches great
importance to the research and development of dig-
ital fiat currency. Over the last eight years, China
has conducted pilots in at least ten regions; more-
over, PBOC has also tested the E-CNY during the
2022 Beijing Winter Olympics. On the contrary, the
US is still at an initial stage: there are some propos-
als and some pilot experiments but the discussion is
still open. The reasons may be different but gener-
ally they can be reconducted to the specific charac-
teristics of their financial market. In particular, with

the digital yuan, the PBOC is actually responding
to the phenomenon of cashless economy and to the
duopoly of Alibaba and Tencent in the payment mar-
ket. Moreover, it wants to build a solid alternative to
the US dollar so as to establish the Renminbi in in-
ternational financial markets and to circumvent sanc-
tions. Consequently, a clear action plan has already
been developed. On the contrary, for the Federal Re-
serve there is no need to be in a hurry: today, the
dollar is widely used across the globe because of the
depth and liquidity of US financial market, the size
and openness of the US economy as well as inter-
national trust in US institutions. It also serves as
the world's reserve currency. It is true that if new
CBDCs were more attractive than existing forms of
the US dollar then the global use of the dollar could
decrease but it does not seem an imminent threat.
Therefore, discussions are still ongoing between the
diverse set of stakeholders. On the other side of the
Atlantic, the ECB is studying the specific design fea-
tures of a digital euro in order to preserve the role
of public money as the anchor of the payments sys-
tems in the digital age and to contribute to Europes
strategic autonomy and economic efficiency. Thanks
to the investigation phase carried out between Octo-
ber 2021 and October 2023, the Eurosystem has col-
lected the best alternatives to design a strong digital
payment system.

We now see in more detail the different proposals.

Eurosystem

The ECB and the Euro area national central banks
launched the investigation phase of the digital euro project
in October 2021. The investigation phase, ended in Oc-
tober 2023, aims to address key issues regarding design
and distribution. At the end of the investigation phase,
the Governing Council could decide to start a realization
phase to develop and test technical solutions and business
arrangements for a digital euro.

The ECB's aim is to built a digital euro exploit-
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ing the strengths of both the Eurosystem and private-
sector entities to satisfy user needs in a fast-changing
payments landscape.

The Eurosystem has carefully considered how to de-
sign the transfer mechanism used to validate and
verify transactions. The options are illustrated in ta-
ble 19.

The digital euro will remain a liability on the

balance sheet of the Eurosystem, therefore it is im-
portant for the latter to retain full control over the
issuance and the settlement, including the record-
ing and associated verification tasks. For an offline
peer-to-peer validated digital euro, settlement in a lo-
cal storage device would be a suitable solution. This
would require installing secure elements in users
hardware devices in order to verify and record the
transactions, since it would be impossible to contact
a third party and request the offline verification. The
Eurosystem has not yet taken a decision on the tech-
nology that would be best suited for a digital euro;
it will choose between either traditional technology,
distributed ledger technology or a combination of
both for settlement activities.
Supervised intermediaries would be responsible
for all end user facing roles in the digital euro
ecosystem, being the direct counterparts for indi-
viduals, merchants and businesses. Their responsi-
bilities would include offering user-facing services,
such as opening accounts or wallets, payment instru-
ments and onboarding and offboarding, encompass-
ing Know-Your-Customer and AML checks. They
would also provide devices or interfaces to pay with
a digital euro in physical stores, online or person-to-
person. More in general, the intermediaries should
be responsible also for the distribution of the dig-
ital euro if they have the capacity to offer digital
euro accounts and payment services and provide
front-end solutions; are subject to anti-money laun-
dering/countering the finance of terrorism controls
and sanctions regulation-related framework; are sol-
vent under the relevant insolvency law, demonstrate
operational readiness and risk control; and are li-
censed and authorized by an appropriate competent
authority and compliant with all applicable legisla-
tion [14]. For more detail regarding the European
solution for the distribution model, it can be inter-
esting to read also chapter 3.

The Eurosystem would like to configurate two
different ways to access the digital euro. The goal is
to benefit end users by offering them greater choice.
In the specific:

1. Integrated approach: accessing digital euro
through the already existing PSPs online bank-
ing/payment apps. In this way, intermedi-
aries would retain the ability to build their
own integrated solution and would attract cus-
tomers through value-added services, depend-
ing on their specific business model.

2. Harmonized entry point approach: access-
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ing digital euro through a standardized digi-
tal euro app provided by the Eurosystem with
a homogeneous look. This will help differ-
ent parties. For example, this solution can
guarantee a faster digital euro adoption for
new smaller intermediaries which would not
be able to compete with the already existing
ones. Moreover, being homogenous across Eu-
ropean countries, this app could improve fi-
nancial inclusion because it can be designated
by the Eurosystem in order to be inclusive and
accessible to people with low digital and finan-
cial skills and resources, as well as people with
disabilities and the elderly.

Another detail is discussed by the Eurosystem:
the so-called form factor. With form factor, we in-
tent the technological tool that enables payer and
payee to interact and exchange payment details. For
in-store payments (point-of-sale use case), the choice
falls to QR-code and NFC contactless payments. Both
have advantages and disadvantages: QR code-based
payments could be more easily deployed than near-
field communication (NFC) technology as QR codes
entail fewer complexities in terms of standards and
certification processes. Moreover, there are no de-
pendencies on mobile device manufacturers, ensur-
ing accessibility regardless of device type, which is
not the case for NFC. QR codes would also foster
a new European infrastructure, contributing to the
overall resilience of European payments. On the
other hand, NFC technology provides a highly con-
venient user experience with consumers in the euro
area already familiar with. Furthermore, NFC is the
only widespread technology which could facilitate
the development of a convenient offline payment
method by introducing a physical card for the digital
euro. Finally, for individuals cases, they could use
contactless technology, QR codes or an alias/proxy when
making person-to-person (P2P) payments. With re-
gard to e-commerce payments, both a QR code and
an alias/proxy functionality would be available.

China

The design of E-CNY follows the concept of safe and in-
clusive, innovative and user-friendly, and time-evolving.

The E-CNY payment system is already operating
in different forms, with both online and offline solu-
tions. In order to preserve users privacy, and thus
increasing the presence of the digital Renmimbi in
national and in future international financial mar-
kets, the PBOC has structured its payment system to
collect less transaction information than traditional
electronic payments and to not provide information
to third parties or other government agencies unless
stipulated otherwise in laws and regulations. As
consequence, to increase E-CNY's resemblance to
cash, the PBOC invented a system called loosely
coupled account links, shifting the focus on E-CNY
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TRANSFER MECHANISM DESIGN

Online third-party validated solutions

transactions would be made online and would be
validated by a third party. There can be multiple
advantages with this solution: first of all,
transparency of transaction data will be ensured to
intermediaries for ALM/CTF purposes. Secondly, it
leaves room for flexibility in other design decisions
related to the digital euro. However, it will be
important to further investigate solutions to increase
its resilience to connectivity outages.

Offline peer-to-peer validated solutions

the privacy of low-value proximity payments is
guaranteed within limits set by legislation. The time
of market implementation for this solution is more
uncertain because of its dependence on
technological innovation, regulatory changes and
security risk tolerance.

Potential peer-to-peer validated solution for
online payments with no third party

It is the more experimental options, it will allow
remote payments but transactions cannot be checked
ex-ante.

FIGURE 19: Hypotheses of transfer mechanism design

wallets rather than bank accounts. Indeed, unlike
traditional payments which require transactions to
happen between two bank accounts, this system al-
lows transactions to happen between two E-CNY
wallets instead, and the latter could not necessarily
be associated with a bank account. For this reason,
it was possible to introduce the feature of offline
payments.

Because of its loosely coupled nature, E-CNY can
achieve manageable anonymity due to the offline
nature which eliminates many of the transaction
details normally exchanged in the banking system.
Here, for anonymity it is intended that transactions
are anonymous vis-a-vis third party intermediaries,
such as commercial banks and internet platforms,
but the PBOC and other authorized entities can see
them. For this reason, the anonymity is manage-
able since it is the PBOC to design if increasing
or decreasing the level and can also take action by
deactivating a wallet or reversing a transaction if
suspicious or illegal activities are identified.

The distribution of E-CNY follows the tradi-
tional currency distribution model: a two tier sys-
tem with two distinct layers of functionality. On
the first layer, the PBOC will issue and redeem E-
CNY to commercial banks and other authorized enti-
ties, such as existing mobile payment platforms (Ali-
pay and WeChat Pay) and telecommunication com-
panies. PBOC tasks include being responsible for
issuance and disposal of the digital currency and
managing the wallet ecosystem. This allows the E-
CNY to be legal tender; therefore, to implement this
management structure, the People's Bank of China
Law has been revised extending the legal tender of
the physical Renmimbi also to its digital form, as
expressed in the article 19, and highlighting the ex-
clusivity of the PBOC to issue the Renmimbi, ex-

used to verify transactions by the Eurosystem - Source [13]
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pressed in the article 20. On the second layer, there
are commercial banks and other authorized enti-
ties, in charge of distributing E-CNY to the general
public. Specifically, under the quota management
of the PBOC, the authorized operators jointly pro-
vide E-CNY circulation services and retail manage-
ment, including innovation on payment product de-
sign, system development, scenario expansion, mar-
keting, business processing as well as operation and
maintenance. Commercial banks are the ones users
must reach out to receive E-CNY through a digital
wallet and, in this way, PBOC avoid disintermedi-
ation in the Chinese financial system. In this way,
it also reduces its responsibilities and risk exposure.
E-CNY are collected and exchanged through apps
on mobile devices, jointly developed and shared
by authorized operators. Based on the strength of
customer personal information identification, the of-
fered wallet solutions in these apps could change. In
order to meet the needs of different groups of peo-
ple, PBOC has designed two solutions: on one hand,
a software wallet provides services through mobile
payment apps, software development kit (SDK) and
application programming interface (API). On the
other hand, a hardware wallet uses security chips
and other technologies to enable the functions of
the E-CNY. Chips are supported by IC card, mobile
phones, wearable objects, and the Internet of Things
devices, granting the availability of the digital cur-
rency.

United States

The Federal Reserve is considering how a CBDC might
fit into the US money and payment landscape. And will
continue to explore a wide range of design options for
a CBDC. One example can be found in the exploratory
research known as Project Hamilton carried out by the
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Federal Reserve Bank of Boston (Boston Fed) and the
Massachusetts Institute of Technologys Digital Currency
Initiative (MIT DCI). But this is only one of the leading
exploration on the theme.

While no decisions have been made on whether
to pursue a CBDC, the analysis suggests that a poten-
tial US CBDC would serve the needs of the United
States by being privacy-protected, intermediated,
widely transferable and identity-verified. From
the point of view of designing the infrastructure,
some assumptions can be drawn: since the Fed-
eral Reserve Act does not authorize direct Federal
Reserve accounts for individuals, the intermediate
model, such as in China and in Europe, is the most
likely. Under this model, the private sector, espe-
cially commercial banks and regulated non-bank
financial service providers, would offer accounts
or digital wallets to facilitate the management of
CBDC holdings and payments, while the Federal
Reserves will remain the one issuing the CBDC; as
usual, the CBDC itself would be a liability of the
Federal Reserve. An intermediated model would
facilitate the use of the private sectors existing pri-
vacy and identity-management framework, leverage
the private sectors ability to innovate and reduce the
prospects for destabilizing disruptions to the well-
functioning US financial system.

Currently, some steps are taken towards the final

project realization. In the specific, there is a public
discussion between the Federal Reserve and stake-
holders on the main design options [7]. The main
findings are reported.
Commenters offer a range of views on what types
of firms should serve as intermediaries in a poten-
tial CBDC system and what the role and regulatory
structure for these intermediaries should be. The
main conclusions can be summarized in:

e from the point of view of the most repre-
senting financial institutions and consumer
groups, only currently regulated financial in-
stitutions have the experience and supervision
necessary to provide this function safely. They
also warn about the hypothesis where signif-
icant costs would be put on intermediaries
without proper consumer protections, because
this could attract intermediaries with ulterior
motives, such as profiting off user data.

¢ on the other hand, however, technology com-
panies and payment service providers support
using a variety of firms such as nonbank finan-
cial service providers and financial technol-
ogy businesses in order to promote competi-
tion and innovation, offering different services
with the goal of reaching all the segments in
the population.

¢ Finally, some financial institutions and con-
sumer groups suggest following the guide-
lines for access to Federal Reserve master ac-
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counts to determine eligibility and supervi-
sion requirements for intermediaries.

For what concern offering an offline option, all
commenters across segments support an offline pay-
ments option, since this feature can support opera-
tional resilience and increase financial inclusion. But
there are different views about the priority to give
to this topic; the slow down of this design option
derives from concerns about potential fraudulent or
illicit payments. Technology companies are more
ready to accommodate the request for offline pay-
ments, because they can offer solutions including
Bluetooth or near-field communication technology,
offline counters that allow spending up to a certain
threshold, and segregated accounts specifically for
offline use.

Commenters express a range of views on how
CBDC could be interoperable within existing sys-
tems:

¢ Some representing technology companies sug-
gest that a CBDC could act as a "base layer”
that could be connected to existing payment
networks and leverage mobile wallet technol-
ogy, which could increase adoption and lower
costs of implementation.

® Academics, trade associations and technology
and payment companies have identified the
need for new technical standards.

* Some card networks support adoption of in-
ternational standards and warn against adop-
tion of unique standards and specifications
that could be costly and inhibit interoperabil-
ity and competition.

¢ Finally, some merchants and financial institu-
tions highlight the potential high cost of mod-
ifying existing payment systems to achieve in-
teroperability.

Comparisons and Final Remarks

Even with some differences, the intermediated
model seems to be the favorite in all the three
economies. Clearly, the financial system is strongly
linked to financial institutions therefore building a
new payment system excluding them would be detri-
mental. Including new actors other than banks
seems to be preferable in China and, potentially, also
in the US: this strategy allows to exploit their mar-
ket, knowledge and technology leading them back
under the supervision of the central bank. For now,
only the PBOC is actively involving mobile payment
platforms but we cannot rule out the hypothesis that
also the Federal Reserve will interact with the big
tech companies. In Europe, financial markets rely
essentially on banks, for this reason the Eurosystem
mainly addresses its attention to this category of in-
termediaries. One big difference is the Chinese op-
tion of loosely coupled account links. The possi-
bility of transaction between two E-CNY wallets not
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FIGURE 20: Comparison between digital economies

associated to any bank account represents a novelty:
the ultimate goal is to reproduce as much as possi-
ble cash features. This choice is linked to the PBOC's
attempt to guarantee a higher level of privacy; recall
that China is still recovering from the pandemic, in-
trusive public health policies and an uptick in gov-
ernment surveillance, thus, PBOC is particularly con-
cerned about this topic. Finally, the last important
difference related to the payment system is how
to design access to digital currency. Indeed, the
Eurosystem would exploit the already existing bank-
ing or payment apps to smooth changes in currency
uses but it would grant also a general Euro app to
pursue its goal of harmonization. The PBOC on the
contrary will opt for a jointly developed and shared
apps, created ad hoc for E-=CNY wallets. A summary
is reported in table 20.

Risks and New Threats

Technological, Operative and Cyber-Security Risks

Introducing a CBDC could entail dealing with new
technologies, new critical operations, new infras-
tructure and, therefore, also new security and oper-
ational risks. Indeed, from the point of view of an
attacker the reward could be high, in the specific as
the negative consequences for central banks. Cen-
tral banks and other actors in a CBDC ecosystem
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will need to face up to this increasingly complex
cyber threat landscape as the risks can arrive from
different sources: unpredictable threat actors, new
types of threats, a large attack surface and points
of failure, as well as supply chain risks. A breach
of a CBDC system due to cyber-attacks or technical
failures could erode confidence at different levels,
implying loosing trust in the central bank, in the
CBDC system and potentially in all the financial
system. A range of reputational, operational and
potentially legal impacts must be taken into account
by central banks, which should have a clear plan
on how to deal with all the different risks; it is
important to acknowledge that the entire financial
ecosystem is only as strong as its weakest link.

For this reason, all the financial actors must be in-
volved in order to create a network of shared knowl-
edge and communications around problems and
solutions. Moreover, new capabilities and new tools
are required together with new talents with the
function of designing, implementing and operating
a secure and resilient CBDC systems. From the point
of view of technologies, a CBDC system would most
likely leverage a range of solutions that have not
been previously used or may be in limited use in a
central bank; just to give an example, in recent years
quantum computing has seen advancement and
will play a key role in upgrading cryptographic algo-
rithm. In fact, as previously reported, cryptographic
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Distributed denial-of-
service (DDoS) attacks

Advanced persistent threat
(APT) attacks

TECHNOLOGICAL AND CYBER-SECURITY RISKS

an attacker can use computing resources or a network of compromised computers or IoT devices to
launch a massive volume of service requests to a CBDC system or services it relies on. This will exhaust
the computing resources in a critical area of the ecosystem and the main consequence is the system

overload, failures, timeouts or performance degradation.

the attacker enters the victim’s system and plants malicious software or creates backdoors; then, he

The attacker can also install malware or poisoning data. This attack is hard to detect due to the advanced
technique in place.

Malware (wiperware,
ransomware etc) attacks

Social engineering attacks

Cryptographic key
compromise

Malicious software are plant into the target’s computers and networks with the purpose of destroying
certain computer services or subtracting information and computing assets hostage for ransom payments.

The aim is to take control of an end user’s CBDC account through various techniques: phishing, spear-

phishing or baiting, SIM swaps or compromised credentials.

A malicious actor could try to obtain the private key for claiming ownership of CBDCs by hacking the

computer or device containing the key file, searching through the device’'s memory for traces of the key,
conducting cryptanalysis based on collected data that have been generated using the key, or via side-
channel attacks

Compromise of the
payment process

Malicious end user attacks

Along with the different steps in the payment networks there could be some security gaps which can be
found and exploited by the attacker. The result would be the possibility of making a purchase without
paving, redirecting payments to a different recipient, replaying payment instructions, or harvest

payments from wallets that do not require payer consent.

It cannot be excluded that end users may have some interest in defrauding their own CBDC payment

device or mobile application with the intent to counterfeit CBDCs or double-spending it.

Insider sabotage attacks

Insider fraud

with or without attention, an employee or someone who has access to a CBDC system can exploit its
position to cause the malfunctioning of the system by damaging the hardware, deleting key information,
shutting down services, providing incorrect input or enabling other threat actors.

a financial fraud carried out by a malicious insider who leverages their privileged access.

FIGURE 21: Technological and Cyber-Security Risks

algorithms represent a considerable weakness of the
system, since a threat actor can have different ways
to attack and breach the system. Quantum comput-
ing will help CBDC to realize a more crypto-agile
system so that upgrades follow the same pace of new
attacks.

In table 21, we explain the main technological and
cyber-security risks which could compromise the
confidentiality, integrity or availability of a CBDC
system. This list can be a good starting point to get
an overview, but it is not to be considered exhaus-
tive.

Another important point is dealing with oper-
ational threats. Once again resilience must be en-
sured against sophisticated methods and tactics per-
petrated by bad actors. A main threat is represented
by technology failures, like software or hardware
bugs, failed storage media, software patched or up-
grades not fully tested; of course, the more complex
the technology is the higher the probability to en-
counter this type of threat. The main consequence is
the disruption of the CBDC system which can open
the doors to other cyber-security attacks. Moreover,
part of these failures can be reconducted to the phe-
nomenon of technology obsolescence: if it is no
longer possible to update the technology, could be
because venders may withdraw support or security
patches or bug fixes are no longer available, then
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the system cannot be well protected against the
continuous evolving attacks. In this way, not only
operational, but also reputational and legal risks be-
come a real concern for central banks.

Privacy Risks

Another big concern raised by the introduction of a
CBDC in the financial system is the risk associated
to privacy and data collection. With this new finan-
cial architecture, new actors are accessing personal
data, for example big techs; for this reason regula-
tions restricting the types of data that could be col-
lected would be necessary.

In the current system, banks and credit companies
have the greatest access to transaction data. This
data is then used primarily to score users on their
creditworthiness, which permits lending institutions
to decide the rates at which they will lend to each
individual. As payments go digital, private com-
panies are increasingly monetizing payment data
with an increasing trend. Thanks to their control
of social media, of the online marketplaces and mo-
bile technologies, the global tech giants could use
such users data to reduce the information asymme-
try that lies at the heart of financial intermediations.
If banks were incapable to monitor transaction data
(for example if consumers hold digital currency ex-



@ iason

Argo Collection

clusively), they may be interested in purchasing it,
increasing their funding costs. Consequently, data-
driven models could jeopardize privacy and pose the
risk of personal information being misused. More-
over, in Europe, the expansion of big tech companies
could make us dependent on technologies governed
elsewhere. Therefore, the Eurosystem is searching
for the right balance between the trade-off anonim-
ity versus AML/CFT requirements. It cannot be
ruled out that the Eurosystem will guarantee privacy
for lower-value payments, with the ability to deter-
mine the payee's identity under exceptional circum-
stances. However, in general full anonymity is not
a viable option for different reasons: from a pub-
lic policy perspective, it would raise concerns about
the digital currency potentially being used for illicit
purposes. In addition, from the financial stability
perspective, it can be difficult to limit its use as a
form of investment, unless introducing limitations.
Anyway, a good starting point is to ensure a level
of privacy equal to or higher than that of private
digital solutions, otherwise some other private solu-
tions would be preferable by users. Following the
PBOC's example, digital euro transaction data are
not meant to be visible to the Eurosystem beyond
what is strictly needed to perform its functions. Un-
der this set-up, personal and transaction data would
only be accessible to intermediaries to ensure com-
pliance with AML/CFT requirements and relevant
provisions under EU law. Concerns about regula-
tions being circumvented, including to bypass inter-
national sanctions, have become even more promi-
nent recently, notably in relation to crypto-assets.
Thus for ALM purposes, users in a CBDC ecosystem
can need to be identifiable and this digital identity
can be designed to largely automate and facilitate
the Customer Due Diligence (CDD) process. The
Commission's proposal for a regulation on the dig-
ital euro addresses on a legal basis the discussions
reported above. The most important discussion is
about the data management that every transaction
between two users would generate. Distribution and
use of a digital euro when personal data is processed
shall follow the privacy regulations already issued
by the European Commission, such as Regulation
(EU) 2016/679 (GDPR) and Regulation (EU) 2018/1715
(EUDPR), which guarantee the fundamental right of
protection of natural persons in relation to the pro-
cessing of personal data. Thus, to be compliant with
this, the digital euro regulation includes several ar-
ticles (34 to 36) about privacy and data protection.
For example, Article 34 sets the cases where Pay-
ment Service Providers are allowed to process per-
sonal data for both online and offline transactions.
Going into more detail, PSPs shall implement appro-
priate technical and organizational measures to en-
sure that any data communicated to the European
Central Bank and the national central banks or to
providers of support services do not directly iden-
tify individual digital euro users. Similarly, Article
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35 defines the tasks for which the ECB and national
central banks may process personal data, which in-
cludes the settlement of digital euro payment trans-
actions. Thus, the processing of personal data is
required only for the tasks related to the distribu-
tion and use of the digital euro laid down in the
mentioned articles as well as for existing tasks car-
ried out in the public interest or for compliance with
a legal obligation established in Union law as de-
fined in Directive (EU) 2015/2366. Such tasks include
the prevention and detection of fraud, combating
money laundering and terrorist financing, the fulfil-
ment of obligations related to taxation and tax avoid-
ance, and the management of operational and secu-
rity risks. The Commission declares that processing
activities respect the requirements of Union data pro-
tection law by establishing the respective responsibil-
ities of a controller from a data protection perspec-
tive, notably that of the European Central Bank and
national central banks and PSPs. Where the Euro-
pean Central Bank and national central banks deter-
mine the means of processing as a controller, state-
of-the-art security and privacy-preserving measures
will ensure that personal data is pseudonymized or
encrypted in a manner where personal data pro-
cessed cannot be directly attributed to an identified
or identifiable digital euro user. Finally, the proce-
dure to verify whether any of PSPs customers are
designated persons or entities subject to EU sanc-
tions is developed to ensures that any personal data
to carry out such verifications are adequate, relevant,
and limited to what is necessary.
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